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Abstract:




Objectives addressed and/or introduced:
Define an implementation guide of the Measurement Canada logging requirements in ANSI C12.19.

Summary of modifications to the Standard Document:
· Section 9.8.8
Add table 77: End Device Configuration state  

· Section ANNEX B
Add new events code

· Section ANNEX D
Add a description of the process used to program a meter under seal and the hash function proposed.

9.8
Decade 70:  history & event logs

This decade contains the tables associated with the maintenance of the History and Event Logs.

9.8.1
Table 70 dimension log table

Table 70 Data Description

DIM_LOG_TBL (Table 70) defines the maximum size and capabilities of the History and Event Log decade.
TYPE LOG_FLAGS_BFLD = BIT FIELD OF UINT8


EVENT_NUMBER_FLAG

:  BOOL(0);


HIST_DATE_TIME_FLAG

:  BOOL(1);


HIST_SEQ_NBR_FLAG

:  BOOL(2);


HIST_INHIBIT_OVF_FLAG

:  BOOL(3);


EVENT_INHIBIT_OVF_FLAG

:  BOOL(4);

METROLOGICAL_HC_SUPPORTED
:  BOOL(5);


PROGRAM_HC_SUPPORTED

:  BOOL(6);


ALTERNATE_HC_SUPPORTED
:  BOOL(7);

END;

TYPE LOG_RCD = PACKED RECORD


LOG_FLAGS



: LOG_FLAGS_BFLD;


NBR_STD_EVENTS


: UINT8;


NBR_MFG_EVENTS


: UINT8;


HIST_DATA_LENGTH


: UINT8;


EVENT_DATA_LENGTH

: UINT8;


NBR_HISTORY_ENTRIES

: UINT16;


NBR_EVENT_ENTRIES

: UINT16;


IF GEN_CONFIG_TBL.STD_VERSION_NO > 1 THEN



NBR_PROGRAMMABLE_TBL

: UINT16;



HASH_CODE_LENGTH

: UINT8;


END;

END;

TABLE 70 DIM_LOG_TBL = LOG_RCD;

Identifier


Value
Definition
LOG_FLAGS_BFLD
…


METROLOGICAL_HC_SUPPORTED




FALSE
The end device is not capable to include the METROLOGICAL_HC field in the End device program state table (Table 77).




TRUE
The end is capable to include the METROLOGICAL_HC field in the End device program state table (Table 77).

PROGRAM_HC_SUPPORTED




FALSE
The end device is not capable to include the PROGRAM_HC field in the End device program state table (Table 77).





TRUE
The end is capable to include the PROGRAM_HC field in the End device program state table (Table 77).


ALTERNATE_HC_SUPPORTED




FALSE
The end device is not capable to include the ALTERNATE_HC field in the End device program state table (Table 77).





TRUE
The end is capable to include the ALTERNATE_HC field in the End device program state table (Table 77).

LOG_RCD

…


NBR_PROGRAMMABLE_TBL
0..65535
Maximum number of table that can be included in the  TABLE_LIST of the End device program state (Table 77).


HASH_CODE_LENGTH
0..255
Maximum size in octet of the hash codes defined in this decade.

9.8.2
Table 71 actual log table

Table 71 Data Description

ACT_LOG_TBL (Table 71) defines the actual size and capabilities of the History and Event Log decade.
TABLE 71 ACT_LOG_TBL = LOG_RCD;

Identifier


Value
Definition
LOG_FLAGS_BFLD

…


METROLOGICAL_HC_SUPPORTED




FALSE
METROLOGICAL_HC field is not included in the End device program state table (Table 77).





TRUE
METROLOGICAL_HC field is included in the End device program state table (Table 77).


PROGRAM_HC_SUPPORTED
FALSE
PROGRAM_HC field is not included in the End device program state table (Table 77).





TRUE
PROGRAM_HC field is included in the End device program state table (Table 77).


ALTERNATE_HC_SUPPORTED





FALSE
ALTERNATE_HC field is not included in the End device program state table (Table 77).





TRUE
ALTERNATE_HC field is included in the End device program state table (Table 77).

LOG_RCD

…


NBR_PROGRAMMABLE_TBL
0..65535
Number of table included in the TABLE_LIST of the End device program state (Table 77).


HASH_CODE_LENGTH
0..255
Size in octet of hash codes defined in this decade.

9.8.8 Table 77 End device program state

Table 77 Data Description

PROGRAM_STATE_TBL (Table 77) contains a list of the program table identifiers and corresponding hash code. This table also provides a global hash codes that represent the programming state of group of tables (METROLOGICAL_HC, PROGRAM_HC and ALTERNATE_HC) or programming history of these tables (EVENT_CHECK_HC). 
The event logger data can be contained inside the end-device and in part at the end-device agent’s record keeping system. The processes described within establishes the means by which event logger data and program tables are continually  secured when older entries in the event logger and program tables are no longer stored inside the end-device’s non-volatile memory. The detailed computation algorithm is described in the figure below in and in accordance with the creation rules of the event logger record described in the definitions section.
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Step 1:
Compute the TABLE_HC of each tables programmed.

Step 2:
Compute the PROGRAM_HC, ALTERNATE_HC and METROLOGICAL_HC base on values computed on step 1.

Step 3:
Compute the EVENT_CHECK_HC base on its previous value and information added to the Event logger table (Table 76).
TYPE TABLE_CONFIGURATION_RCD = PACKED RECORD


TABLE_ID


: TABLE_IDA_BFLD;


TABLE_HC


: ARRAY[ACT_LOG_TBL.HASH_CODE_LENGTH] OF UINT8;

END;

TYPE CONFIGURATION_RCD = PACKED RECORD


HC_ALGORITHM

: ARRAY[16] OF UINT8;


IF ACT_LOG_TBL.METROLOGICAL_HC_SUPPORTED THEN


METROLOGICAL_HC
: ARRAY[ACT_LOG_TBL.HASH_CODE_LENGTH] OF UINT8;



EVENT_CHECK_HC
: ARRAY[ACT_LOG_TBL.HASH_CODE_LENGTH] OF UINT8;


END;

IF PROGRAM_HC_SUPPORTED THEN


PROGRAM_HC
: ARRAY[ACT_LOG_TBL.HASH_CODE_LENGTH] OF UINT8;


END;


IF ALTERNATE_HC_SUPPORTED THEN


ALTERNATE_HC
: ARRAY[ACT_LOG_TBL.HASH_CODE_LENGTH] OF UINT8;


END;

TABLE_LIST


: ARRAY[ACT_LOG_TBL.NBR_PROGRAMMABLE_TBL]






  TABLE_CONFIGURATION_RCD;

END;

TABLE 77 CONFIGURATION_TBL = CONFIGURATION_RCD;

Identifier


Value
Definition
TABLE_IDA_BFLD


TBL_PROC_NBR
0..2040
Table ID.

STD_VS_MFG_FLAG
FALSE
Standard table.





TRUE
Manufacturer table.


PENDING_FLAG

Not use, hash code are computed only on active table.

FLAG1


FALSE
This table does not contain metrological parameter and is not included in the computation of the METROLOGICAL_HC.





TRUE
This table does contain metrological parameter and is included in the computation of the METROLOGICAL_HC.


FLAG2


FALSE
This table is not event logable.





TRUE
This table is event logable.


FLAG3


FALSE
This table is not included in the computation of the ALTERNATE_HC.





TRUE
This table is included in the computation of the ALTERNATE_HC.
TABLE_CONFIGURATION_RCD 


TABLE_ID


Identification number of the table.

TABLE_HC


Hash code unique to this configuration table and used to detect changes made to this table. This hash code is created using the HC_ALGORITHM to the actual table data. These hash-codes are used in the computation of the PROGRAM_HC, EVENT_CHECK_HC and the other program data collections hash codes.
CONFIGURATION_RCD


HC_ALGORITHM

Universal Identifier representing the algorithm used to produce hash code in this table. The end device must support at least one of the following algorithms:




MD5
1.2.840.113549.2.5 transmitted as






06 08 2A 86 48 86 F7 0D 02 05H




MDC2
1.3.14.3.2.19 transmitted as





06 05 2B 0E 03 03 13H

METROLOGICAL_HC

Hash code unique to each metrological state of a end device and used to detect changes to metrological tables. This hash code is created using the HC_ALGORITHM on each TABLE_HC of the TABLES_LIST that has FLAG_1 set to TRUE.


EVENT_CHECK_HC

Running hash code continuous for the life of the device and used to detect event log discontinuity.  This hash code is created using the HC_ALGORITHM to each EVENT_ENTRY_RCD added to the event log data table (Table 76). Each time a new entry is created in this table, this value is update base on its previous value and the new information added excluding the EVENT_CHECK_HC itself.

PROGRAM_HC

Hashcode unique to each programming state of a end device and used to detect any changes to any table listed in TABLE_LIST. It can also assist an external device in the cashing of meter configuration state. This hash code is created using the HC_ALGORITHM on each TABLE_HC of the TABLES_LIST.


ALTERNATE_HC

Hash code unique to each programming state of a group of tables and used to detect changes to these tables. This hash code is created using the HC_ALGORITHM on each TABLE_HC of the TABLES_LIST that has FLAG_3 set to TRUE.
ANNEX B
(Normative)

HISTORY & EVENT LOG CODES

Note: To add to annex B.

Code
Event



Argument
09
Procedure Invoked

TABLE_IDC_BFLD

10
Table Written To

TABLE_IDA_BFLD

11
End Device Programmed

None

56
End device sealed

None
57
End device unsealed

None
58
Procedure Invoked

TABLE_IDC_BFLD,






PROGRAM

59
Table Written To

TABLE_IDA_BFLD,






PROGRAM

60
End Device Programmed

PROGRAM

61
End device sealed

PROGRAM

62
End device unsealed

PROGRAM

63
Procedure Invoked

TABLE_IDC_BFLD,






METROLOGICAL_HC,






EVENT_CHECK_HC

64
Table Written To

TABLE_IDA_BFLD,






METROLOGICAL_HC,






EVENT_CHECK_HC

65
End Device Programmed

METROLOGICAL_HC,






EVENT_CHECK_HC

66
End device sealed

METROLOGICAL_HC,






EVENT_CHECK_HC

67
End device unsealed

METROLOGICAL_HC,






EVENT_CHECK_HC

68
Procedure Invoked

TABLE_IDC_BFLD,






METROLOGICAL_HC,






EVENT_CHECK_HC,






PROGRAM

69
Table Written To

TABLE_IDA_BFLD,






METROLOGICAL_HC,






EVENT_CHECK_HC,






PROGRAM

70
End Device Programmed

METROLOGICAL_HC,






EVENT_CHECK_HC,






PROGRAM

71
End device sealed

METROLOGICAL_HC,






EVENT_CHECK_HC,






PROGRAM

72
End device unsealed

METROLOGICAL_HC,






EVENT_CHECK_HC,






PROGRAM

Event arguments definition

TABLE_IDA_BFLD


Bit Field of Table Number and Standard/Manufacturer Flag.

TABLE_IDC_BFLD


Bit Field of Procedure Number and Standard/Manufacturer Flag.

METROLOGICAL_HC


Value of field METROLOGICAL_HC from the End device program state table (Table 77) just prior to the creation of this event.

EVENT_CHECK_HC


Value of field EVENT_CHECK_HC from the End device program state table (Table 77) just prior to the creation of this event.
PROGRAM 



Collection of the metrological parameters affected by the event or all metrological parameters of the meter (new values) represented in the EDL binary format.
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Disclaimer: 
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Program state table (Table 77)
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Event Log Table (Table 76)
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