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Abstract:
This contribution describes processes and algorithms for the implementation of an event logger for use in MC 12.19 compliant meters.




Objectives addressed and/or introduced:
The event logger data is contained inside the end-device and in the end-device agent’s database. The processes described within establish the means by which data continuity is secured when older entries in the event logger are no longer stored within the end-device’s non-volatile memory. The process also describes the facilities and algorithm used to ensure that old meteorological data is confirmed to have been stored within the end-device agent’s database prior to affecting programming changes within the end-device by an application under the control of the end-device data agent.




Summary of modifications to the Standard Document:
1. Update list pointers procedure modified to support hash value update.

2. Case syntax modified to add DEFAULT case.

3. Added global and table hash codes to event log tables.

Terminology:

End-Device Agent: That who is responsible for managing the end-device operations and programs. It is capable of affecting change to the end-device program. It is also responsible of keeping a record of all end-device programming parameters, constants, and change history and event logger. The End-Device Agent is also responsible for storing and demonstrating continuity between data and end-device programs.

Signature, Hash Code: The signature is an n-bit sequence that is generated using a cipher on the content of a table or a group of tables. The resulting sequence is truncated to a small number of bits (e.g. 128 bits). A good hash function will enable (a) detection of file (or table) content corruption (un-authorised change); and (b) authenticate the End-Device agent who created the file (or table).

Event Logger Data: This is the entire table program data, associated pointers and signatures that are carried by or implied by event logger. The event logger data and related components initially reside inside the meter, but they extend into the End-Device agent’s database.

Event Logger Record: See EVENT_ENTRY_RCD for details

The process:

1. Obtain present program and/or data (i.e. compute it, read it, etc.)

2. Compute the Hash value for the tables obtained in (1) above.

3. Submit the result of the calculation to the end device prior to subsequent change in metrological tables (may be session or period limited).

4. Apply changes to end-device (i.e. modify its program).

5. The end-device creates an event-log entry (if step 4 above was successful) storing the hash code of the old value.
6. The end-device updates its internal hash tables.
Note:
· Beware of writes to write-only fields. The hash code is computed using the actual values and not the masked ones.

· There two types of hashes computed:

1. End device global hash

2. Table hash

· End device global hash tables fall into two categories:

1. The hash calculation covers only non-end-device identity specific tables are be selected.

2. The hash calculation covers all hashabled tables including end-device specific identity specific tables.

Disclaimer: 
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