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Abstract:
This contribution describes reference terminology for the implementation of an event logger for use in an ANSI 12.19 compliant end-devices.




Objectives addressed and/or introduced:
The event logger data is contained inside the end-device and in the end-device agent’s record keeping system. The terms within relate the means by which data continuity is demonstrated when older entries in the event logger are no longer stored inside the end-device’s non-volatile memory. They also describes the facilities and algorithm necessary to ensure that old program tables are confirmed to have been stored in the end-device agent’s record keeping system in a secure manner.




Summary of modifications to the Standard Document:
1. Added new references to section 2.

2. Added new definitions to section 3.
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3
Definitions
The definitions used in this document have been derived from the sources cited.  Only those words identified as coming from source number 5 are defined for this document with definitions specific to this document.  

SOURCE:
(1) AS 4140 (Int) 1993.



(2) Edit from IEC TC13/WG14, May 1993.



(3) ANSI/IEEE 100 - 1984.



(4) Industry Canada Task Force for Data Communication Protocol



(5) AMRA/IEEE Utility Industry End Device Data Table Document.

(6) The Unified Modeling Language Reference Manual, Addison Wesley, 1998. ISBN 0-201-30998-X

(N) New definition. This term is defined by this Standard.

[Insert into section 3 definitions]
End-Device Agent (N): That who is responsible for managing the end-device operations and programs. It is capable of affecting change to the end-device program. It is also responsible for keeping a record of all end-device programming parameters, constants, change history and event logger records. The End-Device Agent is also responsible for maintaining and demonstrating continuity between metrological data records and end-device programs, exclusively through the use of these tables.

EVENT (6): An event is a noteworthy occurrence that has a location in time and
space. It occurs at a point in time; it does not have duration. Implement (model) something as an event if its occurrence has consequences. When we use the term event by itself, we actually mean the event logger data - that is, a description of all related individual event occurrences that have the
same general form.

EVENT INSTANCE (N): A specific occurrence of an event. Events have parameters that characterize each individual event instance. The event instance parameters include information about the state of the end-device before the event, after the event, the event time and related event-identifying information. The event parameters can be made available for inspection directly or indirectly through a derivative calculable. There are four kinds of event instances: call event, change event, signal event and time event.

CALL EVENT (6): An event instance, which is caused by a receipt of an explicit synchronous request (e.g. a request to write a table by a communication protocol).

CHANGE EVENT (6): An event instance, which is caused by change in the value of a Boolean expression (e.g. Tamper detect, Change in metering state).


SIGNAL EVENT (6): An event instance that is caused by explicitly named asynchronous communication among objects (e.g. advancing list pointers as a result of execution of an advance list pointers procedure).

TIME EVENT (6): An event instance that is caused by the arrival of an absolute time or the passage of relative amount of time (e.g. activation of pending tables, performance of a self-read based on a time of use schedule).

Signature (N): The signature, often referred to as a hash-code, is an n-bit sequence that is generated using an algorithm on the content of an End-Device table or a group of End-Device tables. The resulting sequence of bits is truncated to a small number of bits (e.g. 128 bits). A good hash function will enable (a) detection of file (or table) content corruption (unauthorized change); and (b) authenticate the End-Device Agent who created the file (or table).

Event Logger Data (N): This is the entire content of all tables designated as programming tables, associated pointers and signatures that are expressed by or implied by event logger record. The event logger data originates initially inside the End-Device, but it may extend into the End-Device agent’s record keeping system.

Event Logger Record: See EVENT_ENTRY_RCD for details

PROGRAM TABLE (N): An End-Device table that contains setup, configuration or general product or record keeping information about the End-Device.  Programming tables shall not contain sensory information, End-Device state information or End-Device logs that are volatile and change in the normal course of operation of the End-Device. 

Disclaimer: 

This contribution has been prepared to assist TableFest II. This document is offered as a basis for discussion in accordance with the submission rules of TableFest II (ANSI C12.19-1997, IEEE 1377-1997, MC-Requirements and TF9804-001).
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