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Abstract:
Security mode is an additional mode needed in Table 3.  During tampering (physical or via communications) the security mode may enable certain safeguards to secure the metering data and other sensitive data.



Objectives addressed and/or introduced:
Enhanced Table 3 ED_MODE status table with a new security mode capability. 



Summary of modifications to the Standard Document:
1.
Table 3 - Addition of Security mode to ED_MODE_BFLD.
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9.1.4
Table 03 ED_MODE status table

Table 03 Data Description

ED_MODE_STATUS_TBL (Table 03) provides the current operating mode and status of various conditions in the end device.  It allows for both standard and manufacturer specific status definitions.

TYPE ED_MODE_BFLD = BIT FIELD OF UINT8


METERING_FLAG


: BOOL(0);


TEST_MODE_FLAG


: BOOL(1);


METER_SHOP_MODE_FLAG

: BOOL(2);


SECURITY_MODE_FLAG

: BOOL(3);

FILLER



: FILL(4..7);

END;

TYPE ED_STD_STATUS1_BFLD = BIT FIELD OF UINT16


UNPROGRAMMED_FLAG

: BOOL(0);


CONFIGURATION_ERROR_FLAG
: BOOL(1);


SELF_CHK_ERROR_FLAG

: BOOL(2);


RAM_FAILURE_FLAG


: BOOL(3);


ROM_FAILURE_FLAG


: BOOL(4);


NONVOL_MEM_FAILURE_FLAG
: BOOL(5);


CLOCK_ERROR_FLAG

: BOOL(6);


MEASUREMENT_ERROR_FLAG
: BOOL(7);

  
LOW_BATTERY_FLAG

: BOOL(8);


LOW_LOSS_POTENTIAL_FLAG
: BOOL(9);


DEMAND_OVERLOAD_FLAG

: BOOL(10);


POWER_FAILURE_FLAG 

: BOOL(11);


TAMPER_DETECT_FLAG

: BOOL(12);


REVERSE_ROTATION_FLAG

:BOOL(13);


FILLER




: FILL(14..15);

END;

TYPE ED_STD_STATUS2_BFLD = BIT FIELD OF UINT8


FILLER


: FILL(0..7);

END;

TYPE ED_MFG_STATUS_RCD = PACKED RECORD


ED_MFG_STATUS
: SET(GEN_CONFIG_TBL.DIM_MFG_STATUS_USED);

END;

TYPE ED_MODE_STATUS_RCD = PACKED RECORD


ED_MODE

: ED_MODE_BFLD;


ED_STD_STATUS1
: ED_STD_STATUS1_BFLD;


ED_STD_STATUS2 
: ED_STD_STATUS2_BFLD;


ED_MFG_STATUS
: ED_MFG_STATUS_RCD; 

END;

TABLE 3 ED_MODE_STATUS_TBL = ED_MODE_STATUS_RCD;

Identifier


Value
Definition
TYPE ED_MODE_BFLD


METERING_FLAG
FALSE
End Device is not in Metering mode.  It may or may not be accumulating measured or input quantities.





TRUE
End Device is in Metering mode and is accumulating measured or input quantities.


TEST_MODE_FLAG
FALSE
End Device is not in Test Mode.





TRUE
End Device is in Test Mode.


METER_SHOP_MODE_FLAG
FALSE
End device is not in Meter Shop Mode.





TRUE
End device is in Meter Shop Mode.

SECURITY_MODE_FLAG
FALSE
End device is not in security mode.





TRUE
End device is in security mode.
TYPE ED_STD_STATUS1_BFLD


UNPROGRAMMED_FLAG
FALSE
End Device is programmed.





TRUE
End Device is not programmed or it is in a factory default state.


CONFIGURATION_ERROR_FLAG





FALSE
End Device did not detect a configuration error.





TRUE
End Device did detect a configuration error.


SELF_CHK_ERROR_FLAG
FALSE
End Device did not detect a self check error.





TRUE
End Device did detect a self check error.


RAM_FAILURE_FLAG
FALSE
End Device did not detect a RAM Memory failure.





TRUE
End Device did detect a RAM Memory failure.


ROM_FAILURE_FLAG
FALSE
End Device did not detect a ROM memory failure.




TRUE
End Device did detect a ROM Memory failure.


NONVOL_MEM_FAILURE_FLAG






FALSE
End Device did not detect a nonvolatile memory failure.





TRUE
End Device did detect a nonvolatile memory failure.


CLOCK_ERROR_FLAG
FALSE
End Device did not detect a clock error.





TRUE
End Device did detect a clock error.


MEASUREMENT_ERROR_FLAG






FALSE
End Device did not detect a measurement element error.





TRUE
End Device did detect a  measurement element error.


LOW_BATTERY_FLAG
FALSE
End Device  did not detect a low battery error.





TRUE
End Device did detect a low battery error.


LOW_LOSS_POTENTIAL_FLAG





FALSE
End Device did not detect a potential that is below a predetermined value.





TRUE
End Device did detect a device potential that is below a predetermined value.


DEMAND_OVERLOAD_FLAG
FALSE
End Device did not detect a demand threshold overload.





TRUE
End Device did detect a demand threshold overload.


POWER_FAILURE_FLAG 
FALSE
End Device did not detect a power failure.





TRUE
End Device did detect a  power failure.


TAMPER_DETECT_FLAT
FALSE
End Device did not detect tamper activity.





TRUE
End Device did detect tamper activity.


REVERSE_ROTATION_FLAG
FALSE
End Device did not detect reverse rotation.





TRUE
End Device did detect reverse rotation.

ED_STD_STATUS2_BFLD

Standard status code bit field 2 is a place holder for future expansion.

ED_MFG_STATUS_RCD

Set containing the manufacturer specific status flags.
ED_MODE_STATUS_RCD


ED_MODE


See ED_MODE_BFLD.


ED_STD_STATUS1

See ED_STD_STATUS1_BFLD.


ED_STD_STATUS2

See ED_STD_STATUS2_BFLD.

ED_MFG_STATUS

See ED_MFG_STATUS_RCD.
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