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9.8
Decade 7: history & event logs

This decade contains the tables associated with the maintenance of the History and Event Logs.

9.8.1
Table 70 dimension log table

Table 70 Data Description

DIM_LOG_TBL (Table 70) defines the maximum size and capabilities of the History and Event Log decade.
TYPE LOG_FLAGS_BFLD = BIT FIELD OF UINT8


EVENT_NUMBER_FLAG

:  BOOL(0);


HIST_DATE_TIME_FLAG

:  BOOL(1);


HIST_SEQ_NBR_FLAG

:  BOOL(2);


HIST_INHIBIT_OVF_FLAG

:  BOOL(3);


EVENT_INHIBIT_OVF_FLAG

:  BOOL(4);


IF GEN_CONFIG_TBL.STD_VERSION_NO > 1 THEN



METROLOGICAL_SIG_FLAG
:  BOOL(5);



PROGRAM_ SIG_FLAG
:  BOOL(6);



ALTERNATE_ SIG_FLAG
:  BOOL(7);

END;



END;

TYPE LOG_RCD = PACKED RECORD


LOG_FLAGS


: LOG_FLAGS_BFLD;


NBR_STD_EVENTS

: UINT8;


NBR_MFG_EVENTS

: UINT8;


HIST_DATA_LENGTH

: UINT8;


EVENT_DATA_LENGTH
: UINT8;


NBR_HISTORY_ENTRIES
: UINT16;


NBR_EVENT_ENTRIES
: UINT16;


IF GEN_CONFIG_TBL.STD_VERSION_NO > 1 THEN



NBR_PROGRAM_TABLES
: UINT16;



END;

END;

TABLE 70 DIM_LOG_TBL = LOG_RCD;

Identifier


Value
Definition
LOG_FLAGS_BFLD


EVENT_NUMBER_FLAG
FALSE
A common event number can not be maintained in the History & Event Logs.





TRUE
A common event number can be maintained in the History & Event Logs.


HIST_DATE_TIME_FLAG
FALSE
Date & time can not be maintained in the History Log.





TRUE
Date & time can be maintained in the History Log.


HIST_SEQ_NBR_FLAG
FALSE
A sequence number can not be transported through the History Log.





TRUE
A sequence number can be transported through the History Log.


HIST_INHIBIT_OVF_FLAG  
FALSE
History Log is not capable of inhibiting overflow.





TRUE
History Log is capable of inhibiting overflow.


EVENT_INHIBIT_OVF_FLAG
FALSE
Event Log is not capable of being blocked.





TRUE
Event Log is capable of being blocked.


METROLOGICAL_SIG_FLAG




FALSE
The end device is not capable to include the METROLOGICAL_SIG field in the End device program state table (Table 77).





TRUE
The end is capable to include the METROLOGICAL_SIG field in the End device program state table (Table 77).


PROGRAM_SIG_FLAG 




FALSE
The end device is not capable to include the PROGRAM_SIG field in the End device program state table (Table 77).





TRUE
The end is capable to include the PROGRAM_SIG field in the End device program state table (Table 77).


ALTERNATE_SIG_FLAG 




FALSE
The end device is not capable to include the ALTERNATE_SIG field in the End device program state table (Table 77).





TRUE
The end is capable to include the ALTERNATE_SIG field in the End device program state table (Table 77).

TYPE LOG_RCD


LOG_FLAGS


See LOG_FLAGS_BFLD above.


NBR_STD_EVENTS
0..255
Maximum number of octets in the set  EVENTS_SUPPORTED_TBL.-STD_EVENTS_SUPPORTED (Table 72).


NBR_MFG_EVENTS
0..255
Maximum number of octets in the set EVENTS_SUPPORTED_TBL.-MFG_EVENTS_SUPPORTED (Table 72).


HIST_DATA_LENGTH
0..255
Maximum number of octets in the HISTORY_LOG_DATA_TBL.-HISTORY_ARGUMENT (Table 74).


EVENT_DATA_LENGTH
0..255
Maximum number of octets in the EVENT_LOG_DATA_TBL.EVENT_ARGUMENT (Table 76).

NBR_HISTORY_ENTRIES
0..65535
Maximum number of entries in the history log in HISTORY_LOG_DATA_TBL (Table 74).


NBR_EVENT_ENTRIES
0..65535
Maximum number of entries in the event log in. EVENT_LOG_DATA_TBL (Table 76).


NBR_PROGRAM_TABLES
0..65535
Maximum number of table that can be included in the  TABLE_LIST of the End device program state (Table 77).


9.8.2
Table 71 actual log table

Table 71 Data Description

ACT_LOG_TBL (Table 71) defines the actual size and capabilities of the History and Event Log decade.
TABLE 71 ACT_LOG_TBL = LOG_RCD;

Identifier


Value
Definition
LOG_FLAGS_BFLD


EVENT_NUMBER_FLAG
FALSE
A common event number is not maintained in the History & Event Logs.





TRUE
A common event number is maintained in the History & Event Logs.


HIST_DATE_TIME_FLAG
FALSE
A date & time is not maintained in the History Log.





TRUE
A date & time is maintained in the History Log.


HIST_SEQ_NBR_FLAG
FALSE
A sequence number is not transported through the History Log.





TRUE
A sequence number is transported through the History Log.


HIST_INHIBIT_OVF_FLAG





FALSE
History Log is not inhibiting new entries when an overflow condition exists.





TRUE
History Log is inhibiting new entries when an overflow condition exists.


EVENT_INHIBIT_OVF_FLAG





FALSE
Event Log is not inhibiting new entries when an overflow condition exists.





TRUE
Event Log is inhibiting new entries when an overflow condition exists.

METROLOGICAL_SIG_FLAG 




FALSE
METROLOGICAL_SIG field is not included in the End device program state table (Table 77).





TRUE
METROLOGICAL_SIG field is included in the End device program state table (Table 77).


PROGRAM_SIG_FLAG 




FALSE
PROGRAM_SIG field is not included in the End device program state table (Table 77).





TRUE
PROGRAM_SIG field is included in the End device program state table (Table 77).


ALTERNATE_SIG_FLAG 




FALSE
ALTERNATE_SIG field is not included in the End device program state table (Table 77).





TRUE
ALTERNATE_SIG field is included in the End device program state table (Table 77).

TYPE LOG_RCD


LOG_FLAGS


See LOG_FLAG_BFLD above.


NBR_STD_EVENTS
0..255
Number of octets in the set  EVENTS_SUPPORTED_TBL.-STD_EVENTS_SUPPORTED (Table 72).


NBR_MFG_EVENTS
0..255
Number of octets in the set EVENTS_SUPPORTED_TBL.-MFG_EVENTS_SUPPORTED (Table 72).


HIST_DATA_LENGTH
0..255
Number of octets in the HISTORY_ LOG_DATA_TBL.HISTORY_ARGUMENT (Table 74).


EVENT_DATA_LENGTH
0..255
Number of octets in the EVENT_ LOG_DATA_TBL.EVENT_ARGUMENT (Table 76).


NBR_HISTORY_ENTRIES
0..65535
Actual maximum number of entries in the History Log.


NBR_EVENT_ENTRIES
0..65535
Actual maximum number of entries in the Event Log.


NBR_PROGRAM_TABLES
0..65535
Number of table included in the TABLE_LIST of the End device program state (Table 77).


9.8.3
Table 72 events identification table

Table 72 Data Description

EVENTS_ID_TBL (Table 72) contains the events that are supported by the end device.

TYPE EVENTS_SUPPORTED_RCD = PACKED RECORD


STD_EVENTS_SUPPORTED
: SET(ACT_LOG_TBL.NBR_STD_EVENTS);


MFG_EVENTS_SUPPORTED
: SET(ACT_LOG_TBL.NBR_MFG_EVENTS);

END;

TABLE 72 EVENTS_ID_TBL = EVENTS_SUPPORTED_RCD;

Identifier


Value
Definition
EVENTS_SUPPORTED_RCD



STD_EVENTS_SUPPORTED

This set variable indicates which of the standard events are supported in the Event Log.  See Annex B, History & Event Log Codes, for standard event codes. Event codes are represented by bits 0 through (8 * ACT_LOG_TBL.NBR_STD_EVENTS - 1), with a 1 representing a TRUE or implemented condition and a 0 representing a FALSE or not implemented condition.


MFG_EVENTS_SUPPORTED

This set variable indicates which of the manufacturer events are supported in the Event Log.  Events  are enabled by bits 0 through (8 * ACT_LOG_TBL.NBR_MFG_EVENTS - 1), with a 1 representing a TRUE or implemented condition and a 0 representing a FALSE or not implemented condition.
9.8.4
Table 73 history log control table

Table 73 Data Description

HISTORY_LOG_CTRL_TBL (Table 73) defines the History Log codes to be written to the History Log.  It also defines which specific procedures and or table writes that are to be acknowledged in the History Log.  For a specific procedure or table to be acknowledged, three independent tests shall all be true:  

1) The procedure or table shall be used in the end device, per the GEN_CONFIG_TBL (Table 00).

2) The appropriate History Log code shall be used, per this table.

3) The procedure or table shall be requested to be acknowledged, per this 

table.

TYPE HISTORY_CTRL_RCD = PACKED RECORD


STD_EVENTS_MONITORED_FLAGS
: SET(ACT_LOG_TBL.NBR_STD_EVENTS);


MFG_EVENTS_MONITORED_FLAGS
: SET(ACT_LOG_TBL.NBR_MFG_EVENTS);


STD_TBLS_MONITORED_FLAGS  
: SET(GEN_CONFIG_TBL.DIM_STD_TBLS_USED);


MFG_TBLS_MONITORED_FLAGS  
: SET(GEN_CONFIG_TBL.DIM_MFG_TBLS_USED);


STD_PROC_MONITORED_FLAGS  
: SET(GEN_CONFIG_TBL.DIM_STD_PROC_USED);


MFG_PROC_MONITORED_FLAGS  
: SET(GEN_CONFIG_TBL.DIM_MFG_PROC_USED);

END;

TABLE 73 HISTORY_LOG_CTRL_TBL = HISTORY_CTRL_RCD;

Identifier


Value
Definition
HISTORY_CTRL_RCD


STD_EVENTS_MONITORED_FLAGS
Bit position is linearly associated with corresponding standard event code.





FALSE
Turns off event recording for associated event code.





TRUE
Turns on event recording for associated event code.


MFG_EVENTS_MONITORED_FLAGS
Bit position is linearly associated with corresponding manufacturer event code.





FALSE
Turns off event recording for associated event code.





TRUE
Turns on event recording for associated event code.


STD_TBLS_MONITORED_FLAGS
Bit position is linearly associated with corresponding standard table number.





FALSE
Turns off event recording for associated table.





TRUE
Turns on event recording for associated table.


MFG_TBLS_MONITORED_FLAGS
Bit position is linearly associated with corresponding manufacturer table number.





FALSE
Turns off event recording for associated table.





TRUE
Turns on event recording for associated table.


STD_PROC_MONITORED_FLAGS
Bit position is linearly associated with corresponding standard procedure number.





FALSE
Turns off event recording for associated procedure.





TRUE
Turns on event recording for associated procedure.


MFG_PROC_MONITORED_FLAGS
Bit position is linearly associated with corresponding manufacturer procedure number.





FALSE
Turns off event recording for associated procedure.





TRUE
Turns on event recording for associated procedure.

9.8.5
Table 74 history log data table

Table 74 Data Description

HISTORY_LOG_DATA_TBL (Table 74) provides the History Log.

TYPE HISTORY_ENTRY_RCD = PACKED RECORD


IF ACT_LOG_TBL.HIST_DATE_TIME_FLAG THEN



HISTORY_TIME
: LTIME_DATE;


END;


IF ACT_LOG_TBL.EVENT_NUMBER_FLAG THEN



EVENT_NUMBER
: UINT16;


END;



IF ACT_LOG_TBL.HIST_SEQ_NBR_FLAG THEN



HISTORY_SEQ_NBR
: UINT16;


END;



USER_ID


: UINT16;



HISTORY_CODE

: TABLE_IDB_BFLD;


HISTORY_ARGUMENT

: ARRAY[ACT_LOG_TBL.HIST_DATA_LENGTH] OF UINT8;

END;

TYPE HISTORY_LOG_RCD = PACKED RECORD


HIST_FLAGS


: LIST_STATUS_BFLD;


NBR_VALID_ENTRIES

: UINT16;


LAST_ENTRY_ELEMENT
: UINT16;


LAST_ENTRY_SEQ_NBR
: UINT32;


NBR_UNREAD_ENTRIES
: UINT16;


ENTRIES


: ARRAY[ACT_LOG_TBL.NBR_HISTORY_ENTRIES] OF 






HISTORY_ENTRY_RCD;

END;

TABLE 74 HISTORY_LOG_DATA_TBL = HISTORY_LOG_RCD;

Identifier


Value
Definition
TABLE_IDB_BFLD

TBL_PROC_NBR
0..2047
Event number logged.


STD_VS_MFG_FLAG
FALSE
Event number is standard defined.





TRUE
Event number is manufacturer defined.


SELECTOR


Not Used.

HISTORY_ENTRY_RCD


HISTORY_TIME

Date and time of History Log entry.


EVENT_NUMBER
0..65535
Event number common to both the History and Event Logs.


HISTORY_SEQ_NBR
0..65535
Sequence number associated with the History Log only.


USER_ID

0..65535
The User ID associated with this History Log entry.  It comes from the Log In Procedure or from a communication session initiation sequence. A USER_ID of zero means the end device initiated the event.  A USER_ID of one means the event was manually initiated.


HISTORY_CODE

Event code logged.  See TABLE_IDB_BFLD above.  For standard event codes, refer to Annex C, History & Event Log Codes.


HISTORY_ARGUMENT

Argument associated with a specific entry. For standard event arguments, refer to Annex C, History & Event Log Codes.

HISTORY_LOG_RCD


HIST_FLAGS


See LIST_STATUS_BFLD above.


NBR_VALID_ENTRIES
0..65535
Number of valid entries in the log.  The range is from zero (meaning the log is empty) to the actual dimension of the log.


LAST_ENTRY_ELEMENT
0..65535
The array element number of the newest valid entry in the log.


LAST_ENTRY_SEQ_NBR
0..4,294,967,295






The sequence number of the newest valid entry in the log.


NBR_UNREAD_ENTRIES
0..65535
The number of entries in the log that have not yet been read.  It is only changed through a procedure.


ENTRIES


Array of History Log entries.

9.8.6
Table 75  event log control table

Table 75 Data Description

EVENT_LOG_CTRL_TBL (Table 75) defines the Event Log codes to be written to the Event Log.  It also defines which specific procedures and or table writes that are to be acknowledged in the Event Log.  For a specific procedure or table to be acknowledged, three independent tests shall all be true:  

1) The procedure or table shall be used in the end device, per the GEN_CONFIG_TBL (Table 00).

2) The appropriate Event code shall be used, per Table 75.

3) The procedure or table shall be requested to be acknowledged, per Table 75.  

This data structure is identical to the structure in HISTORY_LOG_CTRL_TBL (Table 73).  Elements are defined below.

TABLE 75 EVENT_LOG_CTRL_TBL = HISTORY_CTRL_RCD;

Identifier


Value
Definition
EVENT_CTRL_RCD



STD_EVENTS_MONITORED_FLAGS
Bit position is linearly associated with corresponding standard event code.





FALSE
Turns off event recording for associated event code.





TRUE
Turns on event recording for associated event code.


MFG_EVENTS_MONITORED_FLAGS
Bit position is linearly associated with corresponding manufacturer event code.





FALSE
Turns off event recording for associated event code.





TRUE
Turns on event recording for associated event code.


STD_TBLS_MONITORED_FLAGS
Bit position is linearly associated with corresponding standard table number.





FALSE
Turns off event recording for associated table.





TRUE
Turns on event recording for associated table.


MFG_TBLS_MONITORED_FLAGS
Bit position is linearly associated with corresponding manufacturer table number.





FALSE
Turns off event recording for associated table.





TRUE
Turns on event recording for associated table.


STD_PROC_MONITORED_FLAGS
Bit position is linearly associated with corresponding standard procedure number.





FALSE
Turns off event recording for associated procedure.





TRUE
Turns on event recording for associated procedure.


MFG_PROC_MONITORED_FLAGS
Bit position is linearly associated with corresponding manufacturer procedure number.





FALSE
Turns off event recording for associated procedure.





TRUE
Turns on event recording for associated procedure.

9.8.7
Table 76 event log data table

Table 76 Data Description

EVENT_LOG_DATA_TBL (Table 76) provides the Event Log.

TYPE EVENT_ENTRY_RCD = PACKED RECORD


EVENT_TIME


: LTIME_DATE;


IF ACT_LOG_TBL.EVENT_NUMBER_FLAG THEN



EVENT_NUMBER
: UINT16;


END;



EVENT_SEQ_NBR

: UINT16;


USER_ID


: UINT16;



EVENT_CODE


: TABLE_IDB_BFLD;


EVENT_ARGUMENT

: ARRAY[ACT_LOG_TBL.EVENT_DATA_LENGTH] OF UINT8;

END;

TYPE EVENT_LOG_RCD = PACKED RECORD


EVENT_FLAGS

: LIST_STATUS_BFLD;


NBR_VALID_ENTRIES

: UINT16;


LAST_ENTRY_ELEMENT
: UINT16;


LAST_ENTRY_SEQ_NBR
: UINT32;


NBR_UNREAD_ENTRIES
: UINT16;


ENTRIES


: ARRAY[ACT_LOG_TBL.NBR_EVENT_ENTRIES] OF 






EVENT_ENTRY_RCD;

END;

TABLE 76 EVENT_LOG_DATA_TBL = EVENT_LOG_RCD;

Identifier


Value
Definition
TABLE_IDB_BFLD

TBL_PROC_NBR
0..2047
Event code number logged.


STD_VS_MFG_FLAG
FALSE
Event code is standard defined.





TRUE
Event code is manufacturer defined.


SELECTOR


Not Used.

EVENT_ENTRY_RCD


EVENT_TIME


Date and time of Event Log entry.


EVENT_NUMBER
0..65535
Event number common to both the History and Event Logs.


EVENT_SEQ_NBR
0..65535
Sequence number associated with the Event Log only.


USER_ID

0..65535
The User ID associated with this Event Log entry.  It comes from the Log In Procedure or from a communication session initiation sequence. A USER_ID of zero means the end device initiated the event.  A USER_ID of one means the event was manually initiated.


EVENT_CODE


Event code logged.  See TABLE_IDB_BFLD above.  For standard event codes, refer to Annex B.


EVENT_ARGUMENT

Argument associated with a specific entry.  Refer to Annex B or manufacturer for details.

EVENT_LOG_RCD

ENVENT_FLAGS

See LIST_STATUS_BFLD above.


NBR_VALID_ENTRIES
0..65535
Number of valid entries in the log.  The range is zero (meaning the log is empty) to the actual dimension of the log.


LAST_ENTRY_ELEMENT
0..65535
The array element number of the newest valid entry in the log.


LAST_ENTRY_SEQ_NBR
0..4,294,967,295






The sequence number of the newest valid entry in the log.


NBR_UNREAD_ENTRIES
0..65535
The number of entries in the log that have not yet been read.  It is only changed through a procedure.


ENTRIES


Array of Event Log entries.


9.8.8
Table 77 event Log and Signatures Enable Table
Table 77 Data Description

SIG_ENABLE_TBL (Table 77) contains three collections of Standard and Manufacturer Table-set selectors that identify which tables are included in the computation of the METROLOGICAL_SIG, PROGRAM_SIG and ALTERNATE_SIG signature found in the Signature table (Table 78). A forth collection of Table-set selectors is used to identify which tables need to be logged in the Event log data table (Table 76).
Only tables identified within shall be recorded in the Signatures Table and only those Tables identified in the EVENTLOG_SEL shall trigger a Table-changed event entry in the Event log data table (Table 76).
TYPE TABLE_SEL_RCD = PACKED_RECORD

STD_TBLS_SEL : SET(GEN_CONFIG_TBL.DIM_STD_TBLS_USED);

MFG_TBLS_SEL : SET(GEN_CONFIG_TBL.DIM_MFG_TBLS_USED);

END;
TYPE SIG_ENABLE_RCD = PACKED RECORD

IF ACT_LOG_TBL.METROLOGICAL_SIG_FLAG THEN

METROLOGICAL_SEL : TABLE_SEL_RCD;

EVENTLOG_SEL : TABLE_SEL_RCD;

END;

IF ACT_LOG_TBL.PROGRAM_SIG_FLAG THEN

PROGRAM_SEL : TABLE_SEL_RCD;

END;

IF ACT_LOG_TBL.ALTERNATE_SIG_FLAG THEN

ALTERNATE_SEL : TABLE_SEL_RCD;

END;

END;
TABLE SIG_ENABLE_TBL = SIG_ENABLE_RCD; 
Identifier


Value
Definition
SIGNATURE_SEL_RCD

Identification of the Standard and Manufacturer Tables that may trigger table change events or may be signed.

STD_TBLS_SEL

This SET indicates which of the Standard tables are selected. Tables are represented by bits 0 through (8*DIM_STD_TBLS_USED-1).




FALSE
No action is required for this table.




TRUE
When the corresponding table is modified, the action requested shall be performed.

MFG_TBLS_SEL 

This SET indicates which of the Manufacturer tables are selected. Tables are represented by bits 0 through (8*DIM_STD_TBLS_USED-1).





FALSE
No action is required for this table.





TRUE
When this table is modified, the action requested shall be performed.
SIG_ENABLE_RCD

METROLOGICAL_SEL 

Identifies the Tables which contain metrological elements and will be included in the computation of the METROLOGICAL_SIG.

EVENTLOG_SEL 

Indicates which of the Tables shall trigger “Table Written To” event (Event 10, 59, 64 or 69) in the Event log data table (Table 76). Tables that are not selected within, but are identified in METROLOGICAL_SEL, shall trigger a re-verification event upon change.

PROGRAM_SEL 

Identifies the Tables which contain program elements and will be included in the computation of the PROGRAM_SIG.

ALTERNATE_SEL 

Identifies the Tables which contain metrological elements and will be included in the computation of the ALTERNATE_SIG.
9.8.8
Table 78 end device program state






















































Table 78 Data Description

PROGRAM_STATE_TBL (Table 78) contains a list of table identifiers and there corresponding actual signature. This table provides information that can be used to validate the integrity of an event logger itself (METORLOGICAL_FLAG). This table also lists the tables that were modified hence need to be downloaded when the event logger is downloadable (MODIFIED_FLAG). It also provides assist technology for improved field programming and program change detection in real-time (PROGRAM_SIG and ALTERNATE_SIG).

There are a number of variations of signatures. Global signatures that represent the programming state of a selection of Tables: METROLOGICAL_SIG, PROGRAM_SIG and ALTERNATE_SIG; and audit trail signatures that cover the programming history of the end device, EVENT_CHECK_SIG. When Table 78 is not implemented its conceptual implementation logic shall be used to derive the event check signature, EVENT_CHECK_SIG, used in the Event log data table (Table 76).
Background information and description of the process required to generate these signatures is described in annex E of this document.
TYPE TABLE_IDSIG_BFLD = BIT FIELD OF UINT16

TBL_PROC_NBR

: UINT(0..10);

STD_VS_MFG_FLAG

: BOOL(11);

MODIFIED_FLAG

: BOOL(12);

METROLOGICAL_FLAG
: BOOL(13);

LOGABLE_FLAG

: BOOL(14);

ALTERNATE_FLAG

: BOOL(15);

END;
TYPE TABLE_LIST_RCD = PACKED RECORD


TABLE_ID


: TABLE_IDA_BFLD;


TABLE_SIG


: ARRAY[16] OF UINT8;

END;

TYPE SIGNATURE _RCD = PACKED RECORD


ALGORITHM_ID

: ARRAY[16] OF UINT8;


IF ACT_LOG_TBL.METROLOGICAL_SIG_FLAG THEN



METROLOGICAL_ SIG
: ARRAY[16] OF UINT8;



EVENT_CHECK_ SIG

: ARRAY[16] OF UINT8;


END;



IF ACT_LOG_TBL.PROGRAM_SIG_FLAG THEN



PROGRAM_ SIG

: ARRAY[16] OF UINT8;


END;



IF ACT_LOG_TBL.ALTERNATE_SIG_FLAG THEN



ALTERNATE_SIG

: ARRAY[16] OF UINT8;


END;


TABLE_LIST


: ARRAY[ACT_LOG_TBL.NBR_PROGRAM_TABLES] OF






  TABLE_LIST_RCD;

END;

TABLE 78 SIGNATURE_TBL = SIGNATURE _RCD;

Identifier


Value
Definition
TABLE_IDA_BFLD


TBL_PROC_NBR
0..2040
Table ID.

STD_VS_MFG_FLAG
FALSE
Standard table.





TRUE
Manufacturer table.


MODIFIED_FLAG
FALSE
This table was not changed since the last invocation of the Update Last Read Entries procedure (Procedure 5). Invocation of the Cold Start  procedure (Procedure 0), or the Reset List Pointers procedure (Procedure 4) or Update Last Read Entries procedure (Procedure 5), shall set this flag to FALSE.





TRUE
This table was changed since the last invocation of the Update Last Read Entries procedure (Procedure 5).

METROLOGICAL_FLAG
FALSE
This table does not contain metrological parameter and is not included in the computation of the METROLOGICAL_SIG.





TRUE
This table does contain metrological parameter and is included in the computation of the METROLOGICAL_SIG.


LOGABLE_FLAG
FALSE
This table is not event logable.





TRUE
This table is event logable. Changes to this table shall result in the creation of an event log entry in the Event log data table (Table 76).

ALTERNATE_FLAG
FALSE
This table is not included in the computation of the ALTERNATE_SIG.





TRUE
This table is included in the computation of the ALTERNATE_SIG.

TABLE_CONFIGURATION_RCD 


TABLE_ID


Identification number of the table.


TABLE_SIG


Active table signature. The signature is used to detect changes made to this table. This signature is computed using the ALGORITHM_ID algorithm and process the entire binary content of the table. The resulting signature becomes available as input in the computation of the PROGRAM_SIG, EVENT_CHECK_SIG or the ALTERNATE_SIG.
CONFIGURATION_RCD


ALGORITHM_ID

Universal Identifier representing the algorithm used to produce a signature in this table. The end device must support at least one of the following algorithms:





06 08 2A 86 48 86 F7 0D 02 05H






MD5 algorithm. The object identifier, using dot notation, is 1.2.840.113549.2.5.





06 05 2B 0E 03 03 13H






MDC2 algorithm. The object identifier, using dot notation, is 1.3.14.3.2.19

METROLOGICAL_SIG

A signature that captures the active metrological state of a end device. It is the digest of all tables with METROLOGICAL_FLAG  set to TRUE.






The algorithm digests each TABLE_SIG in order of increasing index.


EVENT_CHECK_SIG

A signature that is used to detect event log discontinuity for the life of the end device. This signature is created by the application of the algorithm identified by ALGORITHM_ID to process the new EVENT_ENTRY_RCD entry, which is being added to the Event log data table (Table 76). The processing logic is as follows:






1. Update TABLE_SIG to reflect the changes to metrological tables.






2. Update the METROLOGICAL_SIG field to reflect the changes to metrological tables.






3. Create a new event entry in the Event log data table (Table 76), and initialize all of its EVENT_ARGUMENT elements to binary 0.






4. Fill in the EVENT_TIME, the optional EVENT_NUMBER, the required EVENT_SEQ_NBR, USER_ID and EVENT_CODE then the optional NEW_VALUEs portion of EVENT_ARGUMENT





5. Using the ALGORITHM_ID algorithm, digest all the new event information that was placed in the EVENT_ENTRY_RCD.





6. Fetch the present value of the EVENT_CHECK_SIG (or use a signature of binary 0 if this is the first event entry being created), append to it the EVENT_ENTRY_RCD signature, then append the newly computed metrological signature, METROLOGICAL_SIG,






7. Digest the concatenated collection using the ALGORITHM_ID algorithm to produce the new EVENT_CHECK_SIG.






8. Update (replace) the field EVENT_CHECK_SIG with the newly computed EVENT_CHECK_SIG and copy it to octets 0..15 of the EVENT_ARGUMENT in the newly create event log entry.

PROGRAM_SIG

A signature that captures the active programmed state of an end device. It is the digest of all tables listed in TABLE_LIST using the ALGORITHM_ID algorithm. The algorithm digests each TABLE_SIG in order of increasing index. This signature can provide assist values for an external device in the caching of meter configuration state.

ALTERNATE_SIG

A signature that captures the active state of an end device, subject to (alternate unspecified) application requirements. It is the digest of all tables with ALTERNATE _FLAG  set to TRUE. The algorithm digests each TABLE_SIG in order of increasing index.






A typical use of this signature is the collection of end-device ID independent programming table, which can be used to compare and validate the program state of a population of deployed end device.
9.8.8
Table 79 event Counters Table

Table 79 Data Description

EVENT_COUNTER_TBL (Table 79) contains event counters used to detect modification to calibration, configuration or metrological parameters.
TYPE EVENT_COUNTER_RCD = PACKED RECORD


CALIBRATION_COUNTER

: UINT32;

CONFIGURATION_COUNTER

: UINT32;
END;

TABLE EVENT_COUNTER_TBL = EVENT_COUNTER_RCD; 

Identifier


Value
Definition
EVENT_COUNTER_RCD


CALIBRATION_COUNTER

Incremented by one each time one or multiple calibration parameters are modified.

CONFIGURATION_COUNTER

Incremented by one each time one or multiple   configuration or metrological parameters are modified,
ANNEX B

(Normative)
HISTORY & EVENT LOG CODES

Code
Event



Argument
00
No Event


None

01
Primary Power Down

None

02
Primary Power Up

None

03
Time Changed (old time)

None.  Time tag if used equals old time.

04
Time Changed (new time)

None.  Time tag if used equals new time.

05
Time Changed (old time)

Old time in STIME_DATE format.

06
Time Changed (new time)

New time in STIME_DATE format.

07
End Device Accessed for Read

None

08
End Device Accessed for Write

None

09
Procedure Invoked

TABLE_IDC_BFLD

10
Table Written To

TABLE_IDA_BFLD

11
End Device Programmed

None

12
Communication Terminated Normally
None

13
Communication Terminated Abnormally
None

14
Reset List Pointers

LIST(INT8) {Reference procedure 4, 9.1.8.1.5}

15
Update List Pointers

LIST (UINT8) (Reference procedure 5, 9.1.8.1.6}

16
History Log Cleared

None

17
History Log Pointers Updated

Value of Procedure Parameter (UINT16)

18
Event Log Cleared

None

19
Event Log Pointers Updated

Value of Procedure Parameter (UINT16)

20
Demand Reset Occurred

None

21
Self Read Occurred

None

22
Daylight Savings Time On

None

23
Daylight Savings Time Off

None

24
Season Change


New Season Number (UINT8)

25
Rate Change


New Rate(UINT8)

26
Special Schedule Activation

New Special Schedule (UINT8)

27
Tier Switch Change

New Current Tier(UINT8 followed by New Demand Tier (UINT8)

28
Pending Table Activation

Table number (TABLE_IDA_BFLD).

29
Pending Table Clear

Table number (TABLE_IDA_BFLD).  Table removed from end device prior to activation.

30
Metering mode started

None

31
Metering mode stopped

None

32
Test mode started

None

33
Test mode stopped

None

34
Meter shop mode started

None

35
Meter shop mode stopped

None

36
Meter reprogrammed 

None

37
Configuration error detected

None

38
Self check error detected

None

39
RAM failure detected

None

40
ROM failure detected

None

41
Nonvolatile memory failure detected
None

42
Clock error detected 

None

43
Measurement error detected 

None

44
Low battery detected 

None

45
Low loss potential detected 

None

46
Demand overload detected 

None

47
Tamper attempt detected 

None

48
Reverse rotation detected 

None

49
Control point changed by a command

Control point id (UINT8)








,New level (UINT8)

50
Control point changed by the schedule

Control point id (UINT8)








,New level (UINT8)

51
Control point changed by a condition

Control point id (UINT8)








,New level (UINT8)








,Condition index (UINT8)

52
Control point changed for the prepayment

Control point id (UINT8)








,New level (UINT8)

53
Add to remaining credit



Money (NI_FMAT1) 

54
Subtract to remaining credit


Money (NI_FMAT1)

55
Adjust the remaining credit


Money (NI_FMAT1)

56
End device sealed

None

57
End device unsealed

None

58
Procedure Invoked

TABLE_IDC_BFLD,






NEW_VALUE
59
Table Written To

TABLE_IDA_BFLD,






NEW_VALUE
60
End Device Programmed

NEW_VALUE
61
End device sealed

NEW_VALUE
62
End device unsealed

NEW_VALUE
63
Procedure Invoked

TABLE_IDC_BFLD,







EVENT_CHECK_SIG
64
Table Written To

TABLE_IDA_BFLD,







EVENT_CHECK_SIG
65
End Device Programmed

SIG
EVENT_CHECK_SIG
66
End device sealed

SIG
EVENT_CHECK_SIG
67
End device unsealed

SIG
EVENT_CHECK_SIG
68
Procedure Invoked

TABLE_IDC_BFLD,






SIG
EVENT_CHECK_SIG,






NEW_VALUE
69
Table Written To

TABLE_IDA_BFLD,






SIG
EVENT_CHECK_SIG,






NEW_VALUE
70
End Device Programmed

SIG
EVENT_CHECK_SIG,






NEW_VALUE
71
End device sealed

SIG
EVENT_CHECK_SIG,






NEW_VALUE
72
End device unsealed

SIG
EVENT_CHECK_SIG,






NEW_VALUE
Event arguments definition

TABLE_IDA_BFLD


Bit Field of Table Number and Standard/Manufacturer Flag.

TABLE_IDC_BFLD


Bit Field of Procedure Number and Standard/Manufacturer Flag.


EVENT_CHECK_SIG


Value of field EVENT_CHECK_SIG from the Signature table (Table 77) just prior to the creation of this event.

NEW_VALUE



Collection of all changes that occurred in one or more metrological tables. These are encoded as PSEM write service sequence.


ANNEX E

(Informative)
Event logger implementation

Background

This specification provides five possible options of implementing an audit trail. The selections of the options implemented, allowed or used are left to meter manufacturers, legislators and end users. These options are listed bellows.
Meters Implementing Event Counters (Option 1)

This option allows the detection of modification done to the meter but does not provide any trace of what have been modified. This option is implemented using the Event counters table (Table 79). 
Event logger without values (Option 2)

This option provides a trace of which tables have been modified, when and by which user but do not provide information about the content of these tables. This option is implemented with the Event log data table (Table 76) using the following events:
· Procedure Invoked event (Event 9)
· Table Written To event (Event 10)
· End Device Programmed event (Event 11)
· End device sealed event (Event 56)
· End device unsealed event (Event 57)
Event logger with new values only (Option 3)

This option provides a trace of which tables have been modified, when, by which user and the new values programmed. This option is implemented with the Event log data table (Table 76) using the following events:

· Procedure Invoked event (Event 58)

· Table Written To event (Event 59)

· End Device Programmed event (Event 60)

· End device sealed event (Event 61)

· End device unsealed event (Event 62)
Event logger with metrological signature only (Option 4)

This option provides a trace of which tables have been modified, when, by which user and a signature used to validate an offline record keeping system. The comparison of the signature provided by the meter with the signature based on the information keep by the record keeping system guaranty that this information really represent the configuration of the meter at each event recorded.
This option is implemented with the Event log data table (Table 76) using the following events:

· Procedure Invoked event (Event 63)

· Table Written To event (Event 64)

· End Device Programmed event (Event 65)

· End device sealed event (Event 66)

· End device unsealed event (Event 67)
Event logger with new values & metrological signature (Option 5)

This option combine the features of both option 3 (New values) and option 4 (Signature). This option could be used either with or without a record keeping system.

This option is implemented with the Event log data table (Table 76) using the following events:

· Procedure Invoked event (Event 68)

· Table Written To event (Event 69)

· End Device Programmed event (Event 70)

· End device sealed event (Event 71)

· End device unsealed event (Event 72)
Signature algorithm
The event logger data can be contained inside the end-device and in part at the end-device agent’s record keeping system. The processes described within establishes the means by which event logger data and program tables are continually secured when older entries in the event logger and program tables are no longer stored inside the end-device’s non-volatile memory. The detailed computation algorithm is described in the figure below in and in accordance with the creation rules of the event logger record
.
Step 1:
Compute the TABLE_SIG of each tables programmed.
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Signature  

Step 1  

Ta ble N  

Program state table (Table 7 8 )  

Signature  

Table M  

Signature  

Table L  

Event Log Table (Table 76)  

EVENT   TIME  EVENT   NUMBER  EVENT   SEQ_NBR  USER   ID  EVENT   CODE          SIG M  SIG C        SIG M  SIG C        SIG M  SIG C  

 

Step 2  

Step 3  


Step 2:
Compute the PROGRAM_SIG, ALTERNATE_SIG and METROLOGICAL_SIG base on values computed on step 1.

Step 3:
Compute the EVENT_CHECK_SIG base on its previous value and information added to the Event logger table (Table 76).
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