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	The ANSI C12.22 Standard which was recently sent to ballot contains a serious technical infraction of ISO/IEC 8825-1, "Information technology -- ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)". Given that ANSI C12.22 is an implementation of this international Standard and given the nature of the infraction it places an unacceptable burden on ANSI C12.22 protocol implementers.
 

Without getting into details, the nature of the infraction is that ANSI C12.22 uses ASN.1 tag, length, contents to encapsulate its messages. The tags identify the nature of the content being primitive (i.e. terminal member) or constructed (a member which contains other members). This enables processors to parse a message and build a logic tree that ends at terminal members (primitives).
 

ANSI C12.22 does not follow this requirement rule in many places, thus when presented to a processor the processor enters into an exception state failing to complete its task, since it cannot locate the terminal members in the transmission stream.
 

I hate to be the barer of bad news, but I think that this issue needs to be reviewed and considered before the publication of ANSI C12.22, as its impact on the industry is significant.
 

Your suggestions and recommendations will be greatly appreciated.
 

Below I have annotated just one example of the alleged infraction.


In the context of authentication we have an initialization vector (<iv>) that is introduced with the tag 0xA1 and a length (say 0x08) followed by the content (say 8 bytes of code). The interpretation of the tag 0xA1 according to the X.690 is a context specific (in this case authentication) with constructed content. Therefore, the first member of the constructed element is expected to be an embedded tag, length, contents triplet. Given that ANSI C12.22 states that the initialization vector is a simple 4 or 8 bytes then one invokes ASN.a again to encode this member as a binary bit stream of 4 or 8 bytes. This encoding is primitive and universal (International Standard based) and leads to a terminal member (the <iv>).
 

A correct encoding for an initialization vector with the value: 91 04 0A 3B 5F 29 1C D0 should be (I use the ASN.1 Universal Tag for Octet Strings 0x04 here)
 

A1 0A

      04 08
            91 04 0A 3B 5F 29 1C D0

 

This encoding is 100% parseable by any ASN.1 processor.
 

However ANSI C12.22 incorrectly encodes the same information (and this is only one example of many in this draft standard) as follows:
 

  

A1 0A

      91 04 0A 3B 5F 29

      1C D0
 

neglecting to include the two bytes 0x04 and 0x08, thus a processor will look at 0x91 as a new tag with a length field of 0x04 because of the missing bytes leading to a packet processing error as 0x91 represents context specific primitive value (which is unknown) that occupies 4 bytes in length. The problem is compounded by the presence of the apparent tag 0x1C of length 0xD0 which is complete nonsense.


Thanks
Avy


