ANSI C12.22 Comments

In section 6.3.2.2 line 923, case 11 <sgerr> is defined but line 910 says case 11 is not defined.

In section 6.3.2.2 line 902 and line 918 have the same response code value. Is this was intentional?.
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B 902 st = 1y <max-response-size>
903 {Response Too Large
904 This Application-level error may be retumed when the A
N 905 respanse size af a response is to large J
906
907 <maxcresponse-sizez = <worddZ> {Maximum response size in bytes allawed by the target
908 device }
N 909
910 M- 1Fu {Response codes in this range arg, not defined by this
a1 Standard }
M 912
913 204-TFy {These codes shall not be used to avoid confusion with
a14 request codes}
- a15
916 B04-FFy {These codes shall be reserved for protocol extensions}
917
N 918 <sgnp> = 0 {Segmentation not possible
a19 This Application-level error may e retumned when a
920 €12.22 Node received a segment and daes not support
R ) the Application Segmentation Sub-Layer }
922
923 <sger> = 114 <segmenthyte-offset> <apdy-size>
. 924 {Segmentation error o
925 This Application-level error may e retumned when a o
926 €12.22 Node fail to segment or reassemble an <acse: 2
B 977 ] ?

HEETE

Page 20 Sec 1 200162 At 66 Ln37 Col 16

[




In section 6.3.4.8 paragraph 4 (lines 2239-2242), when <auth-value-c1222> is included, I think there is a misprint in that the <acse-pdu> might be encrypted. Shouldn’t only the <app-data> be encrypted? From the previous paragraph, it implies that the <app-data> was the only thing encrypted. If it was all of <acse-pdu>, then the encryption key and index would be encrypted as well, therefore, no code could determine how to decrypt.
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N 2226 6.3.4.8. Authentication Value Element (ACy)
277

2228 The structure and content of the <authentication-value-element> is implied by the value of the
2229 <authentication-mechanism-name> identfied in the message (either included or defaul)
- 2230
2231 The discussionin this section applies only to any <acse-pdu> identified as following the <mechanism-
2232 name>1.2.840.10086.2.0 and 1.2.840.10086.2.1
- 2233
2234 The Authentication Value Element <authentication-value-element> is used to carry encryption and
2235 authentication parameters. This element is optional, and when not included or when it contains an <auth-
- 2236 value-c1221-0>, <app-data> is ransmitted unencrypted (note in this case the fields <mac> and <padding>
2237 in <app-data> is not included - see section '6.34.11. Application Data Element (BEwY.
2238
B 2230 When <auth-value-c1222> is included, the <aESe-pdU> is either encrypted (when the <message-
2240 authentication-token> is nat present) or authenticated (when the <message-athentication-token> is
2241 present). The requester may change its access rights, in session-less requests, by including the <user-

N 2242 element> in the <auth-value-c1222>
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In Annex C1, line 4643, an entry is listed as “NBR_OF_RETRY” but the identifier/definition section on line 4695 calls it “NBR_OF_RETRIES.” Which is the correct name as it does affect TDL and EDL file contents? Preference is “NBR_OF_RETRIES.”
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- 4638 IF ACT_NETWORK_TBL.STATIC_MASTER_RELAY THEN
4840 MASTER_RELAY_APTITLE : BINARY(20);
4641 END;
M 4642 IF ACT_NETWORK_TBL.CLIENT_RESPONSE_CTRL THEN 1
4643
4644 RESPONSE_TIMEOUT 1UINT16; ;:
- 4645 °
4645 .
LSRRI >
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4695 NBR_OF_RETRIES The number of retries defines the number of
N 4895 times an EPSEM request is repeated if the
4897 EPSEM response is not received within a |
4598 RESPONSE_TIMEOUT interval
4599 v
- 4700 RESPONSE_TIMEOUT This parameter controls the number of seconds )
4701 a C12.22 Client has to wait for an EPSEM °
4702 response to an EPSEM request before faiing or *
o[E]z w < )3
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There is an issue between the format returned by the registration service and the value reported in table 126. In section 6.3.2.4.10, the registration service returns a UINT24 for registration period, but the value reported from the registration status table is a UINT16. Belief that these two should match.
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The response <nak> indicates that the registration was rejected for some reason by the Master Relay
The Caling ApTitle shall be set to the AnTitle of the Master Relay which responded. The response <ok>
indicates that this ApTitles. suniversal-id-element> have been registered and rauting tables have been

updated
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<nok> |
<ok> <reg-ap:title> <reg-delay> <eg-period> <reg-info>

<universal-ic-element> | <relative-Lig-element>

R T, for
future. communication.on this.routet
<word16> {Maximum delay in seconds that the device should wait

before registering after a pawer up. A value of 3500
seconds shall be used as a default if this value cannot be
retained. The actual delay used to re-register shall be a
random value between 0 and this value }

<ward24p {Maxirum period in seconds allowed to elapse between
successive re-registration requests (keep-registration-
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5039 REGISTRATION_STATUS_TBL (Tahle 126) contains the information and canfiguration parameters
5040 required to register and maintain registrations for ane or mare routes
5041

5042 TYPE REGISTRATION_ENTRY_RCD = PACKED RECORD

5043 INTERFACE_ID UINTS;
5044 RELAY_NATIVE_ADDRESS : STRING(ACT_NETWORK_TBL.NATIVE_ADDRESS_LEN);
5045 MASTER_RELAY_APTITLE : BINARY(20);

5046 NODE_APTITLE

5047 REGISTRATION_DELAY
5048 REGISTRATION_PERIOD
5049 REGISTRATION_COUNT_DOWN  : UINT16;
5050 END:

: BINARY(20);
UINT16;
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5035 TABLE 126 Registration Status Table
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5037 Table 126 Data Description
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In Annex C2, line 5187 and line 5205 and line 5244, the name of the entry is currently listed as ASSIGN_APTILE_LOCALLY. The word ApTitle is missing a second letter T. I think that these need to be fixed because that name would be used within TDL and EDL files.
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5185 1
o 5185  TYPE RELAY_CONFIGURATION_BFLD = BIT FIELD OF UINTS
5187 ASSIGN_APTILE_LOCALLY BOOL(0);
5188 FILLER $FILL(1.7):
- 5189 END;
5190
5191  TYPE DIM_RELAY_RCD = PACKED RECORD
- 5192 RELAY_CONFIGURATION : RELAY_CONFIGURATION_BFLD;

5193 NBR_REGISTRATION_ENTRIES  :UINT32;
5194 NBR_STATIC_ROUTING_ENTRIES :UINT16;
- 5195  NBR_ASSIGNED_MASTER_RELAY :UINT16;
5195 NBR_HOSTS 1 UINT16;
5197  END:
- 5198
5199 TABLE 130 DIM_RELAY_TBL = DIM_RELAY_RCD;
5200
R 5201
5002 |dentiier Value Definition
5203
N 5204  RELAY_CONFIGURATION_BFLD
5205 ASSIGN_APTILE_LOCALLY Any C12.22 Relay may act to provide ApTitles
5206 that are derived from its registered C12.22 Node g
N 5207 ApTitle to C12.22 Nodes in its domain which do 5
5208 nat register themselves with a C12.22 Master o
5209 Relay. c
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5239 TABLE 131 ACT_RELAY_TBL = DIM_RELAY_RCD;
5240
N 5241 dentifier Value Definition
5242
5243 RELAY_CONFIGURATION_BFLD
o 5244 ASSIGN_APTILE_LOCALLY Any C12.22 Relay may act to provide ApTitles
5245 that are derived from its registered C12.22 Node 7
5245 ApTile to C12.22 Nodes in its domain which do
- 5247 nat register themselves with a C12.22 Master @
5248 Relay. :
5249 FALSE This relay does not assign ApTitles locally. °
- 5250 TRUE This relay assigns ApTitles locally. *
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In Annex C2, line 5439, the field NATIVE_ADDRESS is a string of length ACT_RELAY_TBL.NATIVE_ADDRESS_LEN. ACT_RELAY_TBL does not have a NATIVE_ADDRESS_LEN field. The length should be ACT_NETWORK_TBL_NATIVE_ADDRESS_LEN.

Also, on line 5444, the field ROUTING_TABLE is an array of length ACT_NETWORK_TBL.NBR_STATIC_ROUTING_ENTRIES. ACT_NETWORK_TBL does not contain a NBR_STATIC_ROUTING_ENTRIES field. The length should be ACT_RELAY_TBL.NBR_STATIC_ROUTING_ENTRIES.
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© B4 TYPEROUTING_TABLE_ENTRY_RCD = PACKED RECORD
5438 APTITLE_PATTERN 0);
5439 NATIVE_ADDRESS %.NATIVLADDRESSJEN;;
5440 INTERFACE_ID < UINTS;
5441 END;
5442
5443 TYPE ROUTING_TABLE_RCD = PACKED RECORD
5444 ROUTING_TABLE ARRAY[ACT_NETWORK_TBL.NBR_STATIC_ROUTING_ENTRIES]
5445 OF ROUTING_TABLE_ENTRY_RCD:
5445 END;
5447
5448 TABLE 133 STATIC_ROUTING TBL = ROUTING_TABLE_RC

afifz we
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In Annex C2, line 5502-5503, there is a formatting error. The HOST_TYPE field should be on a separate line.
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5495 TABLE 134 Host Notification Table

5495

5437 Table 134 Data Description

5428

5493 HOST_NOTIFICATION_TBL (Table 134) contains the st of authentication and notification hosts.
5500

5501 TYPE HOST_NOTIFICATION_ENTRY_RCD = PACKED RECORD

5502 HOST APTITLE 20); HOST_TYPE — :
5503 ﬂ

5504 NBR_PENDING_NOTIFICATION  :UINT16.;

5505 END;

N
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In Annex C2, lines 5542-5546, there is a description of a field called NOTIFICATION_RETRY. This field is never defined within the table 134 Data Description. Either remove the entry or update the data description.
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5485 TABLE 134 Host Notification Table

N 5495
5487 Table 134 Data Description
5498

. 5493  HOST_NOTIFICATION_TBL (Table 134) contains the list of authentication and notification hosts.
5500
5501 TYPE HOST_NOTIFICATION_ENTRY_RCD = PACKED RECORD

. 5502 HOST_APTITLE : BINARY(20); HOST_TYPE

5503 INTERFACE_STATUS_TBL.NODE_TYPE_BFLD;

5504 NBR_PENDING_NOTIFICATION  : UINT16 ;

5505  END:

5506

5507 TYPE HOST_NOTIFICATION_RCD = PACKED RECORD
5508 NOTIFICATION_RETRY_INTERVAL : UINT16;

5509 NOTIFICATION_TIME_GUT 1 UINT16;
5510 NOTIFICATION_HOSTS : ARRAY[ACT_RELAY_TBL.NBR_HOSTS]
5511 OF HOST_NOTIFICATION_ENTRY_RCD;
" 5612 END;
5513
5514 TABLE 134 HOST_NOTIFICATION_TBL = HOST_NOTIFICATION_RCD;
BEEEES
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5533 HOST_NOTIFICATION RCD
5534 R n
5535 aempts. Zero méans that s C12.52 Relay wil
553 not attempt to re-send notifications to a non
5537 responsive host. Non zero value will cause the
5538 1222 Relay to wait for the stated value in
5539 minutes before retrying to notify a non
5540 responsive host. This applies only to C12.22
5541 Notification or Authentication Hosts
5542 Minirum period between each retries to notify
5543 host. Zero means that the relay will not retry to
5544 send notifications and wait for the corresponding
5545 hosts to connect before sending the pending
5545 notifications
5547

BN BRI
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In Annex C2, lines 5563, 5567, 5572, 5574, 5577, 5581, and 5591 have the word ASSIGNMENT misspelled, usually with an extra E but two instances without an N. These misspellings affect the TDL and EDL file contents.

In Annex C2, line 5569, should this really be of type STRING(30)? This is an ApTitle of the C12.22 Master Relay. Belief that this should be a BINARY(20) and encoded as <universal-id-element> or <relative-uid-element>. This field is not being used as a pattern; it is only the assigned ApTitle. All other ApTitles are of type BINARY(20).
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5559 TABLE 135 Master Relay Assignment Table

5560

5551 Table 135 Data Description

5562

5563 MASTER_RELAY_ASSIGMENT]| TBL (Table 135) is used to define the ApTitle of the C12.22 Master
5554 Relays that shall be assigned to C12.22 Nodes based on thei registration-time provided serial number
5565 pattem. See section A6 C12.22 Master Relay ApTile Auto-assignment”’for more detail

5565

5567 TYPE ASSIGNEMENT_ENTRY_RCD = PACKED RECORD

5558  SERIAL_NUMBER_PATTERN : STRING0):

5559 MASTER_RELAY_ASSIGNED : STRINGB0):

5570 END;

5571

5572 TYPE MASTER_RELAY_ASSIGNEMENT RCD = PACKED RECORD

5573 MASTER_RELAYS : [ACT_RELAY_TBL.NBR_ASSIGNED_MASTER_RELAY]
5574 OF ENTRY_RCD;

5575 END;

5575

5577 TABLE 135 MASTER_RELAY_ASSIGMENT TBL = MASTER_RELAY_ASSIGNEMENT_RCD;

5578

5579 Identifer Value Definition

5530

5531 ASSIGNEMENT_ENTRY_RCD

5582 SERIAL_NUMBER_PATTERN The serial number received is compared to each
5533 of these patterns. The search stops at the first
5584 match and the corresponding master relay
5535 ApTile assigned. This pattern is constructed
5535 Tollowing the rules defined in section "ANNEX C3
5587 - Universal ID Pattern Description of ApTiles”
5538

5589 MASTER_RELAY_ASSIGNED Tl of the C12.22 Master Relay assigned.
5590

5591  MASTER_RELAY ASSIGNEMENT_RCD

5592 WASTER RELAYS List of serial number patter and corresponding
5593 C12.22 Master Relay ApTile to assign. Al
5594 enties are evaluated sequentially, from index D
5595 to index NER_ASSIGNED_MASTER_RELAY-1,
5595 the search stop at the first pattem that match
5597 and the corresponding master relay ApTie. is
5598 assigned.
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In Annex C4, lines 5689 to 5707, there is a definition for procedure 23. However the latest C12.19 version I have (WG2-0507) already has a different procedure 23. One of these needs to be corrected. In addition, line 5687 states the network control tables is decade 10. It is decade 12.
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5655  ANNEX C4 - Additions to TABLE 07 - Procedure Initiate Table
5656
5657  This Annex describes procedures associated with the Network Control Tables (Decade 10)
5658
5659 PROCEDURE 23 Register
5660
5661  The Registration service is used to add and maintain ("keep-alive") routing information of C12.22 Relays
5662  Tohe part of C12.22 Netwark, a node shall send a registration service to one of the C12.22 Relays. This
5663 procedure, typically used on the local port. (ANSI C12.18), is used to initiate this process.
5664
5685  TYPE REGISTER_RESPONSE_RCD = PACKED RECORD
5666 RESPONSE_CODE ; UINTS;
5687  END;
5668
5663 PROCEDURE 23 REGISTER_PROC
5670 RESPONSE = REGISTER_RESPONSE_RCD; E
5671
5672 Identifier Value Definition
5673
5674 RESPONSE_CODE_RCD )
5675 RESPONSE_CODE 031 PSEM response code received when executing :
5676 the C12.22 register service. e
5677 °
a@]zw < 5
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9.1.8.1.24 Clear Pending Call Status

This procedure causes the end device to immediately clear all pending call reasons in Table 98
Originate Status.

PROCEDURE 23 Clear Pending Call Status

N Identifier Value Definition
TBL_PROC_NBR 23 Procedure number. v
- PARM_RCD Not used. .
RESP_DATA_RCD Not used. °
@l wc 1>
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In Annex C5, there are a few names that do not match each other. In particular line 5774 calls the table KEY_TBL but 5791 calls it EXTENDED_KEY_TBL. It needs to be EXTENDED_KEY_TBL so as to not interfere with the name used for table 45 in a TDL or EDL file. Also line 5786 declares the record as EXTENDED_KEY_ENTRY_RCD, but 5795 refers to it as KEY_ENTRY_RCD. I prefer EXTENDED_KEY_ENTRY_RCD. Also line 5770 has a closing parenthesis without any reason.
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5770 ANNEX C5 - Table 46: Key tablel
- 5771
5772 Table 46 Data Description
5773
- 5774 KEY_TBL (Table 4B) is intended to replace table 45 to store authentication and encryption keys
5775
5776 Note: Although it may be possible to read the EXTENDED_KEY_TBL (Table 46, the values reported
- 5777 (read back) are not defined
5778
5778 TYPE EXTENDED_KEY_ENTRY_RCD = PACKED RECORD
“ 5760 KEY_ID UINTS;
5781 CIPHER_CODE :UINTS;
5782 KEY_LENGTH :UINTS;
B 5783 KEY : ARRAY [ ACT_SECURITY_LIMITING_TBL.KEY_LEN] OF UINTS;
5784 END;
5785
- 5788 TYPE KEY_RCD = PACKED RECORD
5767 KEY_ENTRIES : ARRAY[ACT_SECURITY_LIMITING_TBL.NBR_KEYS]
5768 OF EXTENDED_KEY_ENTRY_RCD;
R 5789 END:
5740
5791 TABLE 46 EXTENDED_KEY_TBL = EXTENDED_KEY_RCD:
- 5792
5793 |dentifier Value Definition
5794
R 5795
5796 KEY_ID 0,255 Key selector used to match a selection for a key
5797 that is provided by the communication pratocol
. 5798 against a KEY entry in this table
5799
5600 CIPHER_CODE A cipher code used to encrypt or decrypt tables
5801 0 DES
N 5602 1 DESede
5803 2.288 Resareved I |
5604
- 5605 KEY_LENTH 0,255 The number of octets used in this KEY entry.
5606
5607 KEY Key.to_be_applied in_the_authentication andfor
N 5808 ENCIYRLON PIOCESSEs.
5609
5810 “
- 5611 KEY_ENTRIES Array of keys used to establish authentication :
5612 and/or encryption ?
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Table 134 Host Notification Table : page 129
Line: 5508 NOTIFICATION_RETRY_INTERVAL : UINT16
Line 5509 NOTIFICATION_TIME_OUT: UINT16
There appears to be a single set of these above values that the master relay uses as notification retry/timeout parameters for all notification hosts. I propose a separate set for each notification host, possibly moving the values into the HOST_NOTIFICATION_ENTRY_RCD. To compliment a separate set for each notification host, the <register> could have optional elements <notification-retry-interval> and <notification-timeout> that may be included when the notification host sends the <register>. These optional values would indicate to the master relay what the notification host's requirements are regarding the master relay's notification retries to the notification host.
Likewise, the master relay could respond to the <register> with a <register-r> containing the optional elements either honoring the notification host's notification requirements or the master relay could override the values and inform the notification host what they will be.
Lets take this one step further: 
5534 NOTIFICATION_RETRY_INTERVAL - Zero means that the C12.22 Relay will not attempt to re-send notifications to a non-responsive host.
There appears to be a serious flaw if there are not separate NOTIFICATION_RETRY_INTERVAL and NOTIFICATION_TIME_OUT values per notification host. Pigeon-holing all notification hosts into the same notification retry/timeout strategy is very limiting. Each notification host should dictate to the master relay what the notification host requires regarding notifications. For example, one notification host may not require notification retries, hence the 0 value is used. However, another notification host may require retries because receiving the notification is imperative to triggering additional business logic. Separate retry interval and timeout values could be managed via the <register> and <register-r> as indicated above.
