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2. Introduction

Initially, communications with electronic metering devices consisted of transporting memory data via proprietary protocols, which were unique to each manufacturer. Interoperability and support for multiple manufacturers by reading and programming systems created a need for standardization of data formats and transport protocols.

The first step was to standardize data formats. Internal data was abstracted as a set of tables. A set of standard table contents and formats were defined in ANSI Standard C12.19.

In ANSI C12.18, a point to point protocol was developed to transport table data over an optical connection. This protocol included an application language called Protocol Specification for Electric Metering (PSEM) that allowed applications to read and write tables. ANSI C12.21 was then developed to allow metering devices to use PSEM to transport tables over the telephone network.

This document extends the C12.18-1996, C12.19-1997 and C12.21-1999 ANSI standards to allow transport of table data over a networking communications system.

1. Scope

This document defines interfaces between ANSI C12.19 compliant devices and network protocols.

The following are to be accomplished:

1. Defines a datagram that may convey C12.19 data tables through any network.

This is accomplished by:

· Assuming that the data source is a C12.19 Data Tables.

· Defining the application layer services (Language).

· Defining a layer 7 (Application) datagram to encapsulate requests and responses. This datagram is delivered to lower layers of C12.22 for delivery to any network.

2. Provides a full stack definition for interfacing an end device to a “Network Communication Module”.

This is accomplished by:

· Defining the physical interface requirements between the end device and the “Network Communication Module”.

· Defining the interface lower layers; 4 (network), 3 (transport), 2 (data link) and 1 (physical).

3. Provides any necessary extensions/modifications to implement translation services between an ANSI C12.19 data representation and any data representation model.

This is accomplished by:

· Defining layer 7 (C12.22 Application) to Layer 7 (Any Application) translation mechanism (services and tables).

3. References

ANSI C12.18-1996
Protocol Specification for ANSI Type 2 Optical Port.

ANSI C12.19-1997
Utility Industry End Device Data Tables.

ANSI C12.21-1999
Protocol Specification for Telephone Modem Communication.

ISO 7498/1-1994,
OSI Reference Model

ISO 3309-1993(E), 
Information technology - Telecommunications and information exchange between systems - High-level data link control (HDLC) procedures - Frame Structure, Annex A Explanatory Notes On Implementation of the Frame Checking Sequence

ANSI Std X3.92-1981,
Data Encryption Algorithm

ISO 8824-1-1997,
Information technology  –  Abstract Syntax Notation One (ASN.1): Specification of basic notation

ISO 8824-2-1997,
Information technology - Abstract Syntax Notation One (ASN.1): Information Object Specification

ISO 8824-3-1997,
Information technology - Abstract Syntax Notation One (ASN.1): Constraint specification

ISO 8824-4-1997,
Information technology  –  Abstract Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications

ISO 8825-1-1997,
Information technology  –  ASN.1 encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)

4. Definitions

For the purposes of this document, the following definitions are made for terms and syntax used throughout this document.

Byte:
8 bits of data.

Datagram:
A datagram is a self-contained, independent entity of data carrying sufficient information to be routed from the source to the destination without reliance on either exchanges between this source and destination and the transporting network.

Network:
A series of points or nodes interconnected by communication paths. Networks can interconnect with other networks and contain sub-net​works. The most common configurations of networks include the bus, star and ring topologies. Networks can be characterized in terms of spatial distance as local area networks (LANs), metropoli​tan area networks (MANs) and wide area networks (WANs). Net​works can also be characterized by the type of data transmission technology in use on it; by the type of information it carries (a combi​nation of voice, video or data); the nature of its connections (dial-up, switched, dedicated, virtual, peer-to-peer, one-to-many or many-to- many connections); and by the type of the physical links (for exam​ple optical fibre, coaxial cable or copper wire).

PSEM:
(Protocol Specification for Electricity Metering) Application language as defined by ANSI standard C12.18-1996 and extended in ANSI standard C12.21 and in this document.

Channel
(A) A single path for transmitting signals, usually in distinction from other parallel paths. (B) A band of frequencies. Note:  The word path is to be interpreted in a broad sense to include separation by frequency division or time division. The term channel may signify either a one-way path, providing transmission in one direction only, or a two-way path, providing transmission in two directions.

Transaction
In reference to a database system information exchange, a unit of interaction that occurs individually and coherently. A unit of interaction may include one or more information components that may be transferred using single or multiple message exchanges.

Association:
A cooperative relationship among peer application-entities which enables the communication of information and the coordination of their joint operation for an instance of communication. This relationship may be formed by the transfer of application-protocol-control-information during the establishment of a connection, or transitionally, during a single invocation through connectionless service. Associations can also be predefined and longstanding.

Application context:
A set of service elements and supporting information used on the application association. It includes a description of the relationships and dependencies of the application service elements, and, a description of the logical structure of information to be exchanged between co-operating entities.

Session:
Session layer (sometimes called the "port layer") manages the setting up and taking down of the connection between two communicating end points. A connection is maintained while the two end points are communicating back and forth in a conversation or session of some duration. Some connections and sessions last only long enough to send a message in one direction. However, other sessions may last longer, usually with one or both of the communicating parties able to terminate it. 

Connection:
A logical and physical binding between two or more users of a service. Usually defined at the Data Link Layer.

4.1. Document syntax

Document syntax is identical to that described in section 3.1 of ANSI C12.18-1996.

Table syntax is identical to that described in section 5 of ANSI C12.19-1997.

5. Reference topology

Figure 3, below, describes the network and protocol topologies within which C12.22 devices are expected to operate.

The network topology accommodates three types of interconnections:

· a C12.22 end device to network communication module interface;

· C12.22 network end devices, hosts or network communication interfaces to other C12.22 network devices, in a LAN configuration;

· and C12.22 network end devices hosts or network communication interfaces to other C12.22 network devices, in a WAN (or MAN) configuration.

The network topology also accommodates gateways that translate the C12.22 protocol to other-devices protocols. The other (non-C12.22) devices can share the LAN physical media with C12.22 devices or they can be collocated on the same LAN separated by bridges.

C12.22 devices may also communicate with each other across routers and relays, thus extending the network topology to WANs and MANs. The interface between a C12.22 end device to a network communication module is fully defined in this Standard. However, the Standard definition of the interface of C12.22 devices to a LAN is limited to the Application layer only (layer 7).
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Figure 1: Reference topology

6. Network end device to Native network interface details

6.1. General C12.22 End Device to Network Interface Architecture

The following diagram shows a schematic block of C12.22 aware End device that is attaches to a native network. It also shows relay and gateway interface requirement needed to access remote networks (Relay) and the translation services that may exists in these networks (Gateway).


[image: image2.wmf](2)

 Application

Layer 7

C12.19 Tables

C12.22 PSEM

EPSEM / ACSE

(3)

 Layers

 6 through 1

To

Native Network

Interface

(4)

 Application

Layer 7

C12.19 Tables

C12.22 PSEM

 EPSEM / ACSE

(8)

 Application

Layer 7

Other

Application

(5)

 Layers

 6 through 1

To

Native Network

Interface

(9)

 

Layers

 6 through 1

To

Other Network

Interface

Gateway

Function

Relay

Function

Any LAN/WAN/MAN

(1)

 C12.22 Network

End Device

Native network

(6)

 

Gateway

(7)

 

Relay


Figure 2: C12.22 Reference network model

Annotations:

1. End device attached to the native network

2. Application Layer managed using C12.19 table data tables, C12.22 PSEM language and EPSEM/ACSE encapsulation

3. Layers 6 through 1 interfacing a C12.22 standard application to an unspecified native network infrastructure (e.g. TCP-IP/Ethernet, …)

4. C12.22 Application layer side of a gateway(6)
5. Native network interface side of a relay(7)
6. Gateway performing application layer translation of C12.22 application to and from other application layer

7. Relay performing layer 6 through 1 translation 

8. Other Application layer of a gateway(6)
9. Remote (other) network interface side of a relay(7)
6.1. Order of transmission

Order of transmission is identical to that defined in ANSI C12.18-1996 and ANSI C12.19-1997 as follows. Within the syntax definitions, multiple parameters shall be transmitted in the order as shown, from left to right.
Parameters in all layers within the protocol definition are transmitted most significant byte first.  The order of transmission of data field parameters within tables are dictated by the table structure.
Bytes are transmitted in frames.  Each frame consists of a start bit, followed by a <byte>, and ending with a stop bit.  The start bit is transmitted first.

Bits within each byte are transmitted least significant bit first with the least significant bit identified as bit 0 and most significant bit as bit 7. 
<word24>
::=
<msbyte> <byte> <lsbyte>
<word16>
::=
<msbyte> <lsbyte>
<msbyte>
::=
<byte> {most significant byte}
<lsbyte>
::=
<byte> {least significant byte}
<byte>
::=
<bit0> <bit1> <bit2> <bit3> <bit4> <bit5> <bit6> <bit7> 
6.1. Layer 7 - Application layer

The application layer provides a minimal set of services and data structures required to support end devices for purposes of configuration, programming and information retrieval in a networked environment. 

This layer is composed of the following 4 sub-layers:

· The Table Data Structure

· The PSEM Language as defined in this section

· The EPSEM encapsulation method as defined in this section

· The ACSE association control as defined by IEC 8650 and presented in this section

6.1. Data Structure - Utility Industry Data Tables

The data structure transported by this protocol shall be compatible with the Utility Industry Data Tables as defined in ANSI C12.19-1997 standard.

6.2.1. Language - Protocol Specification for Electric Metering ("PSEM")

The language PSEM has been designed to provide an interface between the metering device and any other device over a communication medium. The PSEM language subset used within this standard consists of seven services. Each service consists of a request and a response. Each of these requests and responses is described in following sections.

<requests>
::=
<ident> |
{Identification request }



<read> |
{Read request }



<write> |
{Write request }



<logon> |
{Logon request }



<security> |
{Security request }



<logoff> |
{Logoff request }



<wait> |
{Wait request }

<responses>
::=
<ident_r> |
{Identification response }



<read_r > |
{Read response }



<write_r > |
{Write response }



<logon_r > |
{Logon response }



<security_r> |
{Security response }



<logoff_r > |
{Logoff response }



<wait_r > |
{Wait response }

6.2.2. Request Codes

PSEM requests always include a one byte request code. Code numbers are assigned as follows:

00H-1FH
Codes shall not be used to avoid confusion with response codes

20H-7FH
Codes are available for use within ANSI C12 protocols

80H-FFH
Reserved

6.2.2. Response Codes

Response codes are identical to those specified in ANSI C12.18-1996.

6.2.2. Session Time Out

Each session established with the end device shall be monitored to shutdown an inactive session. An established session shall be automatically ended after a predetermined delay. This time out period is set by default to 30 seconds but it can be extended for the duration of a Wait service.

6.2.2. Identification service

This service is used to obtain information about end device functionality. The service returns a code identifying the reference standard, the version and revision of the reference standard implemented, and an optional feature list.

Identify Request

<ident>
::=
20H

Identify Response

The responses <err>, <bsy>, and <isss> indicate a problem with the received service request. The response <ok> indicates the identification service request was accepted and the standard, version, revision and optional feature list are included in the response.

<ident_r>
::=
<err> | 



<bsy> | 



<isss> |



<ok> <std> <ver> <rev> <feature>* <end_of_list>

<std>
::=
<byte>
{Code identifying reference standard. The codes are defined as follows:




00H     = ANSI C12.18




01H     = Reserved 




02H     = ANSI C12.21




03H     = ANSI C12.22




04H-FFH = Reserved




This value shall be 03.




}

<ver>
::=
<byte>
{Binary representation of the referenced standard version number to the left of the decimal point. This value shall be 1.}

<rev>
::=
<byte>
{Binary representation of the referenced standard version number to the right of the decimal point. This value shall be 0.}

<feature>
::=
<compression> |
{Features available}



<session_ctrl>

<end_of_list>
::=
00H
{End of list indicator.}

<compression>
::=
03H <comp_alg_id>
{If present in the feature list, compression is supported by the end device. Only datagrams with COMPRESSION_ENABLE flag set to 1 are compressed.}

<comp_alg_id>
::= <byte>
{The compression algorithm used.




00H = To be defined}

<session_ctrl>
::=
05H <byte>
{Bit 0 to 6: NBR_SESSION_SUPPORTED




If greater than zero,the end device supports session base communication. A session starts by the reception of the Logon service and stop by the reception of the Logoff service or the detection of a session time out.




Bit 7: SESSIONLESS_SUPPORTED




If true the end device supports the use of the read and write services outside a session.




NB: By default, when <session_ctrl> field is not included in the identification response, one session and sessionless operations are supported.}

6.2.2. Read Service

The read service is identical to that in C12.18-1996.

6.2.2. Write Service

The write service is identical to that in C12.18-1996.

6.2.2. Logon Service

The logon service is identical to that in C12.18-1996.

6.2.2. Security Service

The security service is identical to that in C12.18-1996.

6.2.2. Logoff Service

The logoff service is identical to that in C12.18-1996.

6.2.2. Wait Service

The wait service is used to maintain an established session during idle periods thus preventing automatic termination. This service temporarily extends the session time-out to the <time> specified in the request upon acknowledgement of the wait service request. The session time-out will be reset to the default value once the next valid service is received by this target.
Request:

<wait>
::=
70H <time>

<time>
::=
<byte>
{Requested wait period in seconds.}

Response:

The responses <err>, <sns>, <bsy>, and <isss> indicate a problem with the received service request and session time-out is not extended.

The response <ok> indicates the service request was accepted and the session time-out is extended to the value requested.

<wait_r>
::=
<err> |



<sns> |



<bsy> |



<isss> |



<ok>

6.2.2. Service sequence state control

In a networking environment, the end devices may support one or multiple association at the same time. Any association may be session oriented or sessionless. For each association supported, the end device shall conform to the following state diagram.

Idle State:
Normal state upon an active or passive open of a network connection. A passive open implies that the end device is ready to accept transaction from the network. An active open implies that the end device is ready to initiate transaction to a peer across the network.

Sessionless State:
State while processing transaction without entering the session state.

Session State:
State achieved after a logon service has been accepted.

The relationship between PSEM services and service sequence states is:

Identification:
This service request is accepted at the idle state only. Upon completion, the application returns to the idle state. 

Wait:
Wait service request is accepted in session states only. Acceptance of this request does NOT result in any sequence state changes.

Logon:
This service request is accepted at the idle state only. Acceptance of this request result in a transition to the session state. This service is optional and not implemented when NBR_SESSION_SUPPORTED returned by the Identification Service is set to 0.

Security:
This service request is accepted at the session state only. Acceptance of this request does NOT result in any sequence state changes.

Read and write:
These requests are accepted in session state when NBR_SESSION_SUPPORTED, returned by the Identification Service, is greater than zero. In this case, acceptances of these requests do NOT result in any sequence state changes.

They are also supported in sessionless state when the SESSIONLESS_SUPPORTED, returned by the Identification Service, is set to TRUE. In this case, the application returns to the idle state.

Logoff:
This service request is accepted at the session state only. Acceptance of this request result in a transition to the idle state. This service is optional and not implemented when the NBR_SESSION_SUPPORTED, returned by the Identification Service, is set to 0.
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Figure 2. Application layer state diagram

6.1. Encapsulation method –PSEM extension (EPSEM)

PSEM requests and responses are encapsulated as follows: 

<epsem>
::=
<epsem-control> <epsem-data>+

<epsem-control>
::=
<byte>
{Datagram control field.




Bit 6 to 7: APPLICATION_SPECEFIC_TAG




Shall be equal to 2 (Bit 7=1, bit 6=0).




Bit 4 to 5: LANGUAGE_SELECTOR




0  = PSEM language




1 to 3 = Reserved




Bit 3: Reserved




Bit 2: COMPRESSION_ENABLE




If true, <epsem-data>+ field is compressed.




Bit 0 to 1: RESPONSE_CONTROL




Use by request messages to control the return of the corresponding response.




0 = Always response




1 = Response on exception




2 = Never response




}

<epsem-data>
::=
<service_length> <service>

<service>
::=
<invocation_id> <req-res>

<service_length>
::=
<byte>*
{Length of <service> field, encoded as defined by the ISO 8825-1-1997 “Basic Encoding Rules”}

<invocation_id>
::=
<byte>
{Invocation identifier




Number assigned by the initiator of a service and returned back by the target of this service to match unambiguously requests with responses.}  

<req-res>
::=
<request> | <response>




{PSEM request or response as defined in the previous section.}

6.1. Association control – Association Control Service Element (ACSE)

EPSEM relies on the use of ACSE (ISO 8650-1-1995) to convey association and security parameters. Two modes of operation are possible:

- connectionless, and,

- connection-oriented. 

For connectionless messaging, all components necessary for successful communications are required. This includes the context <context>, application process titles of called and calling parties <called-aptitle> and <calling-aptitle>, authentication <mechanism-name> and <authentication-value> information if a secure transaction is required.

In connection oriented messaging, the ACSE-A-Associate, request <aareq> and response <aares> frames are used in conjunction with connection establishment. The user information in this frame contains the PSEM Logon message. Once connection is established, only the <epsem> data unit is transferred while the underlying layers maintain the connection. The connection is terminated by completing a PSEM Logout service or by detecting a Session Time-out.

The following syntax represents a conformant subset of those fields defined in the ACSE standards for the services to be used.

<acse-pdu>
::=
<aareq> | <aares> | <aunit-data>

<aareq>
::=
60H


<aareq-length>



<context>



<components>

<aares>
::=
61H


<aares-length>



<context>



<association-result>



[ <result-source-diagnostic> ]



<components>

<aunit-data>
::= 60H


<aunit-length>



<context>



<components>

<components>
::=
[ <called-aptitle> ]



[ <calling-aptitle> ]



[ <mechanism-name> ]



[ <authentication-value> ]



[ <user-data> ]

<context>
::= A1H <context-id-length> <context-id>

<context-id>
::=
<byte>*
{Object identifier representing this application layer (ANSI C12.22) encodes as described in [BER]}

<called-aptitle>
::=
A2H <called-id-length> <called-id>

<destination-id>
::=
A2H <universal-id-length> <universal-id>

<calling-aptitle>
::= A6H <calling-id-length> <calling-id>

<calling-id>
::=
A2H <universal-id-length> <uversal-id>

<universal-id>
::=
<byte>*
{Object identifier representing the source or destination address encoded as described in [BER]}

<mechanism-name>
::= ABH <mechanism-id-length> <mechanism-id>

<mechanism-id>
::=
<byte>*
{Object identifier representing the security mechanism used encoded as described in [BER]}

<authentication-value>
::= ACH <auth-data-length> <auth-data>

<auth-data>
::=
<byte>*
{Information used to authenticate this message}

<aareq-length>
::=
<byte>*
{Length of <aareq>, start id and length field excluded, encoded as defined by the ISO 8825-1-1997 “Basic Encoding Rules”}

<aares-length>
::=
<byte>*
{Length of <aares>, start id and length field excluded, encoded as defined by the ISO 8825-1-1997 “Basic Encoding Rules”}

<aunit-length>
::=
<byte>*
{Length of <aunit-data>, start id and length field excluded, encoded as defined by the ISO 8825-1-1997 “Basic Encoding Rules”}

<calling-id-length> ::= <byte>*
{Length of <source-id> encoded as defined by the ISO 8825-1-1997 “Basic Encoding Rules”}

<called-id-length> ::= <byte>*
{Length of <destination-id> encoded as defined by the ISO 8825-1-1997 “Basic Encoding Rules”}

<universal-id-length> ::= <byte>*
{Length of <address-id> encoded as defined by the ISO 8825-1-1997 “Basic Encoding Rules”}

<mechanism-id-length> ::= <byte>*
{Length of <mechanism-id> encoded as defined by the ISO 8825-1-1997 “Basic Encoding Rules”}

<user-data-length> ::= <byte>*
{Length of <epsem> encoded as defined by the ISO 8825-1-1997 “Basic Encoding Rules”}

<association-result> ::= A2H 01H <result-code>

<result-code>
::= <byte>
{Result code




0 = accepted




1 = rejected-permanent




2 = rejected-transient}

<result-source-diagnostic> ::= A3H 01H <result-diag-code>

<result-diag-code>
::= <byte>
{Diagnostic result code




0 = Null




1 = No reason given




2 = <context-id> not supported




3 = <calling-aptitle> not recognized




5 = <calling-aptitle> qualifier not recognized




7 = <called-aptitle> not recognized




9 = <called-aptitle> qualifier not recognized




10 = <destination-id> not recognized




11 = <mechanism-name> not recognized




12 = <mechanism-name> name required




13 = Authentication failure




14 = Authentication required)

<user-data>
::=
BEH <user-data-length> <epsem>




{EPSEM information as defined in the previous section.}

4.7.1.1. Length fields encoding

As defined in the previous section, all length fields are encoded using the ISO 8825-1-1997 “Basic encoding rules”. This encoding is defined as follow:

For values between 0 and 127, length fields are encoded using the short form. This form consists of a single byte representing the length.

For values greater than 127, length fields are encoded using the long form. This form consists of one byte with bits 0 to 6 representing the number of additional octets and bit 7 set to one. The following octets represent the length encoded most significant byte first.

Short form example: 0x2C represent a length of 0x2C or 44

Long form example: 0x82 0x01 0x26 represent a length of 0x0126 or 294

Long form example: 0x81 0x80 represent a length of 0x80 or 128

4.7.1.1. Universal Identifiers encoding

This specification uses Universal Identifiers to represent the <context-id> and the <universal-id> contained in both the <calling-aptitle> and <called-aptitle>. A Universal Identifier is a list of values externally represented as follow:





value1 .value2. … .valuen. … .valuem
To guaranty the uniqueness of this identifier over all possible applications, the first n values are acquire from an official registration body like the International Organization for Standardization (ISO). Any values following this unique prefix can be assigned locally by the owner of this prefix.

Universal identifier is encoded using the Basic Encoding Rules (BER) (IEC standard 8825) object identifier encoding. This encoding is defined as follow:

· The first octet has value 40 x value1 + value2. (This is unambiguous, since value1 is limited to values 0, 1, and 2; value2 is limited to the range 0 to 39)

· The following octets, if any, encode value3, …, valuen. Each value is encoded base 128, most significant digit first, with as few digits as possible, and the most significant bit of each octet except the last in the value's encoding set to one.

Per example: Universal id “2.16.840.1.123456” is encoded as 0x60 8648 01 87C440

4.7.1.1. Name resolution and routing

The responsibility of a C12.22 end device or C12.22 host in relation of name resolution of the universal identifier and routing of the ANSI C12.22 datagram is limited to the transfer of this datagram to the closest relay. For implementations with a communication module, this means that the end device simply sends its datagrams to the communication module. For native network implementations, this will be accomplished by direct addressing or broadcast.

The methodology for routing and name resolution used by relays is not fully specified by this standard.

6.3. Layer 6 - Presentation layer

Not defined by this standard, open to any network protocol.

6.4. Layer 5 - Session layer

Not defined by this standard, open to any network protocol.

6.5. Layer 4 - Transport layer

Not defined by this standard, open to any network protocol.

6.6. Layer 3 - Network layer

Not defined by this standard, open to any network protocol.

6.6. Layer 2 - Data link layer

Not defined by this standard, open to any network protocol.

6.6. Layer 1 - Physical layer

Not defined by this standard, open to any network protocol.

6. End device to Network communication module interface protocol details

6.3. End Device to Communication Module Interface Architecture

The following diagram shows a schematic block of a communication module. A communication module always performs a relay function and may optionally perform a gateway function. The relay function of the communication module translates C12.22 layers 6 through 1 to the corresponding layers of a target network. The optional gateway allows the translation of C12.22 Application layer to another Application language as described in 6.1 (General C12.22 End Device to Network Interface Architecture)
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Figure 2: C12.22 Communication module implementation model

Annotations:

1. End device attached to a C12.22 point to point connection to a communication module

2. Application Layer managed using C12.19 table data tables, C12.22 PSEM language and EPSEM/ACSE encapsulation

3. C12.22 Layers 6 through 1 as described in this section

4. C12.22 Application layer of the communication module gateway component(6)
5. C12.22 Layers 6 through 1 of the communication module relay component(7)
6. Communication module gateway component performing translation of C12.22 application to and from other application layer

7. Communication module relay component performing translation of C12.22 layer 6 through 1 to and from other corresponding network layers

8. Other Application layer of a gateway(6)
9. Remote (other) network interface side of a relay(7)
10. Communication module device

6.3. Layer 7 - Application layer

Same as section 6.2 (Layer 7 – Application layer).

6.3. Layer 6 - Presentation layer

Null layer

6.4. Layer 5 - Session layer

Null layer

6.5. Layer 4 - Transport layer

Null layer

6.6. Layer 3 - Network layer

Null layer

6.7. Layer 2 - Data link layer

This layer is used only for communication between the end device and the network communication module. For the purposes of enhanced clarity, the Negotiate service have been re-categorized in this layer. However, no syntax or protocol changes are required by this standard for this service.

The datagrams of upper layers are transported in one or more packets. Each packet is variable in length but cannot exceed a maximum packet size. The maximum packet size has a default value when the communication link is opened. The maximum packet size and number of packets can be changed through the use of the negotiate service.

The end device may support transfer of multiple datagrams at the same time.  To accomplish this, a different channel number is associated for each simultaneous datagram transmitted. Based on this identifier, the other end can reassemble each fragment (packet) with the right datagram.

For each packet received, the target sends a positive or an optional negative acknowledgment. This acknowledgment consists of a single byte transmitted outside of the packet structure or inside a packet structure if requested by the TRANSPARENCY flag. If the requester does not receive an acknowledgment before the Response Timeout, or a negative acknowledgment is received, the same packet is re-transmitted up to the current maximum number of negotiated retry attempts. After the final retry attempt, the requester should assume that the communication link is down and try to reestablish it.

This layer also supports line supervision by the transmission of empty packets to avoid traffic time-out. An empty packet is defined as a <packet> without the <reason-code> and <data> fields.

4.7.1. Basic data information

Communication link settings are specified below.

4.7.1.1. Fixed Settings

DATA FORMAT
8 data bits, 1 start bit, 1 stop bit, no parity

DATA TYPE
Asynchronous, serial bit (start - stop), full duplex

DATA POLARITY
Start bit, space, logical 0

Stop bit, mark, logical 1, quiescent state




TRAFFIC TIMEOUT
6 seconds

INTER-CHARACTER TIMEOUT
500 milliseconds

RESPONSE TIMEOUT
2 seconds

RETRY ATTEMPTS
3




4.7.1.2. Variable Settings

Default settings apply at the initiation of communication. These settings may be changed through the Negotiate service. Communication link settings will return to defaults as a result of a traffic time-out.

Setting
Default Value
Changed by

DATA RATE
9600 baud
Negotiate

NUMBER OF PACKETS
1 
Negotiate

PACKET SIZE
64 bytes
Negotiate

4.7.2. Packet definition

<packet>
::=
<stp> <identity> <ctrl> [<ctrl-code>] [<data>] <crc>

<data>
::=
<seq_nbr> <length> <data>

<ctrl-code>
::= <byte>
{Data link control code




0 = Ack packet




1 = Nack packet




2 = Nack, channel not supported




3 = Nack, Invalid packet size




4 = Nack, Invalid sequence number




5 to 255 = Reserved}

<stp>
::=
EEH
{Start of packet character.}

<identity>
::=
<byte>
{Identity.




Bits 4 to 7: IDENTITY




IDENTITY equal 0 is used for traffic between the end device and the network communication module (Use by the Negotiate service per example)




IDENTITY equal 1 is used for traffic between the end device and a device on the network




Bit 3: Shall be 0 to avoid <stp>




Bits 0 to 2: CHANNEL NUMBER




This channel number is assigned dynamically by the end device or by the network communication module for each new ACSE connection}

<ctrl>
::=
<byte>
{Control field.




Bit 7: MULTI_PACKET_TRANSMISSION




If true (1H) then this packet is part of a multiple packet transmission.




Bit 6: If true (1H) then this packet is the first packet of a multiple packet transmission.




Bit 5: TOGGLE_BIT




Represents a toggle bit to reject duplicate packets. This bit is toggled for each new packet sent. Retransmitted packets keep the same state as the original packet sent. 




Bit 4: TRANSPARENCY




If true, this packet uses the transparency mechanism as described in the “Transparency” section. Also the target shall respond with an ACK or optional NACK inside the packet structure as described in the “Acknowledgment” section.




Bit 3: Shall be 0 to avoid <stp>




Bit 2: DATA_LINK_CONTROL_FLAG




If true, this packet includes a <ctrl-code>.




Bit 0 to 1: DATA_FORMAT




0 = C12.18 or C12.21




1 = C12.22




2 = Reserved




3 = No <data> included}

<seq_nbr>
::= <byte>
{Number that is decremented by one for each new packet sent. The first packet in a multiple packet transmission shall have a <seq_nbr> equal to the total number of packets minus one. A value of zero in this field indicates that this packet is the last packet of a multiple packet transmission. If only one packet is in a transmission, this field shall be set to zero.}

<length>
::=
<word16>
{Number of bytes of <data> in packet.}

<data>
::=
<byte>+
{<length> number of bytes of actual packet data. This value is limited by the maximum packet size minus the packet overhead. This value can never exceed 8183.}

<crc>
::=
<word16>
{HDLC implementation of the polynomial X16 + X12 + X5 + 1}

4.7.3. CRC selection

The CRC selected for implementation is the polynomial X16 + X12 + X5 + 1. The method for calculation and insertion is the HDLC standard per ISO 3309-1993(E) Annex A “EXPLANATORY NOTES ON IMPLEMENTATION OF THE FRAME CHECKING SEQUENCE”.

In the PSEM frame, there is no opening flag as referenced in ISO 3309-1993(E) Annex A. The PSEM start of packet character EE is included in the CRC calculation. The result of the CRC calculation shall be transmitted least significant byte first per the ISO 3309 Annex. See Annex D for examples of computation and coding.

4.7.4. Acknowledgment

A positive or negative acknowledgment is used by the communicating devices to indicate either acceptance or rejection of a packet.

An <ack> is issued by the receiving device to the transmitting device for each packet received that meets the constraints established by this section.

<ack>
::=
06H | <dl-ctrl-packet>
An optional <nak> is issued by the receiving device to the transmitting device for each packet received that does not meet the constraints established by this section. Examples of problems with received packets indicated by a <nak> response include CRC errors, packet structure errors, incorrect bit patterns and missing characters. 

<nak>
::=
15H | <dl-ctrl-packet>
4.7.5. Retry attempts

The same packet shall be retransmitted if a <nak> is received, or the response time-out occurs.

After the failure of the final retry attempt, the  communication link is considered down and the network communication module have to reestablish it by sending an optional Negotiate service and a Link Setup service. The retry scheme used by the network communication module is not defined in this document and is let to the manufacturer’s discretion.

4.7.6. Timeouts

4.7.6.1. Traffic Time-out

The end device will consider the communications link down after waiting some period of time for a valid packet or acknowledgment. This period of time, is defined as the traffic time-out. 

4.7.6.2. Inter-Character Time-out

The recipient of the packet must handle the case when the end of a packet is lost. Inter-character time-out is defined as the minimum amount of time the recipient shall wait between characters within a packet when receiving data over the communication link. The recipient shall wait at least this amount of time before it ceases to wait for the remainder of the packet and sends a <nak>. This time-out is not used when the NO_NACK option is negotiated successfully by the Link setup service.

4.7.6.3. Response Time-out

The sender of the packet must handle the case when the acknowledgment or negative acknowledgment is lost. Response time-out is defined as the minimum amount of time the sender shall wait after a packet is sent to receive an acknowledgment over the communication link. If this amount of time elapses, the sender will send the packet again.

4.7.7. Turn around delay

The turn around delay is the minimum delay the recipient must wait after receiving a packet and before sending a positive or negative acknowledgement.

4.7.9. Duplicate packets

A duplicate packet is defined as a packet whose identity, toggle bit and valid CRC are identical to those of the immediate previous packet. If a duplicate packet is received by the target device, the target should disregard the duplicate packet and return an <ack>. At the start of session, the toggle bit in the first packet may assume either state.

 AUTONUMLGL  Transparency

The "Basic Transparency" method is requested by the TRANSPARENCY bit in the <ctrl> byte.. This method replaces any occurrence of the Start of Packet by a two octets escape sequence.

After CRC computation, the transmitter shall replace any occurrence of the Start of Packet or Escape flag found inside the packet by a two octet sequence consisting of the Escape flag and the original octet with bit 5 complemented. Prior to CRC computation, the receiver removes every occurrence of the Escape flag and invert bit 6 of the following octet.

Therefore, the following replacement shall result.


Transmitted


Received

1BH -> 1BH 3BH 

1BH 5BH -> 1BH

EEH -> 1BH CEH 

1BH CEH -> EEH
 AUTONUMLGL  Data link layer services

The service defined below is provided for data link management.

<requests>
::=
<negotiate>
{Negotiate request}

<responses>
::=
<negotiate_r>
{Negotiate response}

6.2.2. Negotiate Service

The negotiate service is identical to that defined in C12.18-1996, section “Language - Protocol Specification for Electric Metering ("PSEM")”.

4.7.1. Service sequence state control

Data link layer communications is defined as a series of “Service Sequence States”.

Valid states include:

Disconnected State:
State enters after power up or upon communication link drop detection. All parameters defined in the Variable Settings section return to their defaults.

Connected State:
State establishes upon detection of a valid message transfer. The Negotiate service and the Link Setup are the only layer 2 services supported. They can be requested in any order at any time.
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Figure 5. Link Layer State Diagram

6.8. Layer 1 - Physical layer

This physical layer is defined for the interface between the end device and the external network communication modules. Internal interface is not defined by this standard but should provide the services defined by this section.

6.8. Signal definition for close-connected end device and communications module

Signal #
Signal
Description
End Device
DTE
Comm. Module
DCE

1
RxD
Receive Data
Input
Output

2
TxD
Transmit Data
Output
Input

3
GND
Ground/Common



4
VPLUS
/RESET*
Comm. Module supply power/Module reset 
40ma max., 5 VDC +-10%
Output
Input

6.8. Simplified schematic of interface signal circuitry

The following figure illustrates the circuit characteristics of the physical interface described in this section:
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Figure 6: Simplified schematic of physical layer connections
(transmit or receive)

6.8. Electrical properties of connection

The following properties are required for the interface lines:

· Each side of the interface shall provide a 10KOhm pull-down resistor to common on its input (TxD for Communications module, RxD for end device).  This pull-down enables supervision of the signal line and enables detection of a mated connection on that line. All transmitters output an idle logical 1, positive voltage, so that connection can be detected.

· Each side of the interface can provide a break indication to its peer of 200msec or more to cause the peer to reset the link.

· The VPLUS/RESET* shall provide power to the Communications module.  The communications module can utilize this power when it is adequate.  It shall also monitor this signal as a means for the end device to reset the communications module.

· Capacitance of input lines is <50 pF (Note: may need to derate the data rate to nominal 9600Bps at 50pF, and down to 15pF for 1MBps)

· Rise/Fall time < 100ns, and hold time >=200ns

· Voltage input high >2.5V, logical 1

· Voltage input low level <=2.5V, logical 0

· Idle voltage of link is logical 1.

· Source impedance of output lines shall be <= 1K Ohms

· Input impedance of input lines shall be >= 100K Ohms (note that the 10K pull-down will make the input impedance appear to be ~10K).

· Minimum data rate 300 bits / sec

· Nominal data rate is 9600 bits / sec

· Maximum data rate up to 1M bits / sec

· Line protection from transients shall be required to 1500 volts RMS.

· Maximum connection length is 1M

8. Backward compatibility

Backward compatibility of C12.22 with C12.18 and C12.21 is in relation to layer 7 services, service parameters, datagram data format and transmission order.

C12.22 is backward compatible with C12.18 and C12.21 at the application layer. The  C12.22 application layer datagram is formatted in a way which enable C12.18 or C12.21 compliant devices and gateways to recognize the C12.22  application datagrams (and services) so that they can take one of the following actions:

· reject the datagram or;

· strip the C12.22 additional  information to yield a C12.18 or C12.21 compliant datagram in its original form or;

· strip the C12.22 additional  information to yield a C12.18 or C12.21 equivalent datagram for the  purpose of interpretation or translation into other protocol.

ANNEX A - Network control tables

ANNEX B - Implementation guiline 

ANNEX C - Communication example 

C1 - Connectionless usage

The following example illustrates the use of the ANSI C12.22 application layer in a connectionless transfer:

Identification request

60 2C



<aunit-data>


A1 04


<context>



2B 87 67 01
“1.3.999.1”


A2 0B


<called-aptitle>



A2 09

<destination-id>




60 86 48 02 E0 39 8D C8 DE
“2.16.840.1.12345.222222”


A6 08


<calling-aptitle>



A2 06

<source-id>




60 86 48 02 E0 39 
“2.16.840.1.12345”


AC 08


<authentication-value>



00 00 00 00 00 00 00 00
<auth-data>


BE 03


<user-data>



00


<epsem-control>



02 01

<service_length> <invocation_id>



20


<ident>

Identification response

60 2C



<aunit-data>


A1 04


<context>



2B 87 67 01
“1.3.999.1”


A2 0B


<called-aptitle>



A2 09

<destination-id>




60 86 48 02 E0 39 8D C8 DE
“2.16.840.1.12345.222222”


A6 08


<calling-aptitle>



A2 06

<source-id>




60 86 48 02 E0 39 
“2.16.840.1.12345”


AC 08


<authentication-value>



00 00 00 00 00 00 00 00
<auth-data>


BE 03


<user-data>



07 01

<service_length> <invocation_id>



00


<epsem-control>



00


<ok>



03


<std>



01


<ver>



00


<rev>



00


<feature>

C2 Connection-oriented usage

The following example illustrates the use of the datagram in a connection-oriented:

Logon request

60 32



<aareq>


A1 04


<context>



2B 87 67 01
“1.3.999.1”


A2 0B


<called-aptitle>



A2 09

<destination-id>




60 86 48 02 E0 39 8D C8 DE
“2.16.840.1.12345.222222”


A6 08


<calling-aptitle>



A2 06

<source-id>




60 86 48 02 E0 39 
“2.16.840.1.12345”


AC 08


<authentication-value>



00 00 00 00 00 00 00 00
<auth-data>


BE 0F


<user-data>



80


<epsem-control>



0E 02

<service_length> <invocation_id>



50


<logon>

 

11 11 
<user_id>



01 02 03 04 05 06 07 08 09 0A
<user>

Logon response

61 10



<aares>


A1 04


<context>



2B 87 67 01
“1.3.999.1”


A2 01 00

<association-result>


A3 01 00

<result-source-diagnostic>


BE 03


<user-data>



00


<epsem-control>



02 02

<service_length> <invocation_id>



00


<ok>

Once and association has been established, only data transfer may be required:

Partial read request



80


<epsem-control>



09 03

<service_length> <invocation_id>



3F


<pread_offset>




00 00

<tableid>



00 00 10
<offset>



00 96

<count>

Partial read response



80


<epsem-control>



9B 03

<service_length> <invocation_id>



00


<ok>



00 96

<count>

01 02 03 04 05 06 07 08 09 0A
<data>



0B 0C 0D 0E 0F 10 11 12 13 14



15 16 17 18 19 1A 1B 1C 1D 1E



1F 20 21 22 23 24 25 26 27 28



29 2A 2B 2C 2D 2E 2F 30 31 32



33 34 35 36 37 38 39 40 41 42



43 44 45 46 47 48 49 4A 4B 4C



4D 4E 4F 50 51 52 53 54 55 56



57 58 59 5A 5B 5C 5D 5E 5F 60



61 62 63 64 65 66 67 68 69 6A



6B 6C 6D 6E 6F 70 71 72 73 74



75 76 77 78 79 7A 7B 7C 7D 7E



7F 80 81 82 83 84 85 86 87 88



89 90 91 92 93 94 95 96



C3


<cksum>

Logoff request



80



<epsem-control>



02 04

<service_length> <invocation_id>



52


<pread_offset>


Logoff response



80



<epsem-control>



02 04

<service_length> <invocation_id>



00


<ok>

ANNEX D - CRC examples

INFORMATIVE 

Trace

This example shows the actual bit manipulations performed in calculation of the frame check sequence (CRC) for an example PSEM packet in compliance with ANSI C12.18 and this document.In order to be in compliance with the CRC calculations, the bit ordering shall be consistent with this example.

packet without crc       = ee 00 00 00 00 01 20

              = 11101110 00000000 00000000 00000000 00000000 00000001 00100000 00000000 00000000

LSBit First     01110111 00000000 00000000 00000000 00000000 10000000 00000100 00000000 00000000

XOR FF          11111111 11111111

Start Tx      = 10001000 11111111 00000000 00000000 00000000 10000000 00000100 00000000 00000000

Apply P(x)      10001000 00010000 1

                00000000 11101111 10000000 00000000 00000000 10000000 00000100 00000000 00000000

Apply P(x)               10001000 00010000 1

                00000000 01100111 10010000 10000000 00000000 10000000 00000100 00000000 00000000

Apply P(x)                1000100 00001000 01

                00000000 00100011 10011000 11000000 00000000 10000000 00000100 00000000 00000000

Apply P(x)                 100010 00000100 001

                00000000 00000001 10011100 11100000 00000000 10000000 00000100 00000000 00000000

Apply P(x)                      1 00010000 00100001

                00000000 00000000 10001100 11000001 00000000 10000000 00000100 00000000 00000000

Apply P(x)                        10001000 00010000 1

                00000000 00000000 00000100 11010001 10000000 10000000 00000100 00000000 00000000

Apply P(x)                             100 01000000 100001

                00000000 00000000 00000000 10010001 00000100 10000000 00000100 00000000 00000000

Apply P(x)                                 10001000 00010000 1

                00000000 00000000 00000000 00011001 00010100 10000000 00000100 00000000 00000000

Apply P(x)                                    10001 00000010 0001

                00000000 00000000 00000000 00001000 00010110 10000000 00000100 00000000 00000000

Apply P(x)                                     1000 10000001 00001

                00000000 00000000 00000000 00000000 10010111 10000000 00000100 00000000 00000000

Apply P(x)                                          10001000 00010000 1

                00000000 00000000 00000000 00000000 00011111 10000000 10000100 00000000 00000000

Apply P(x)                                             10001 00000010 0001

                00000000 00000000 00000000 00000000 00001110 00001010 10010100 00000000 00000000

Apply P(x)                                              1000 10000001 00001

                00000000 00000000 00000000 00000000 00000110 10001011 10011100 00000000 00000000

Apply P(x)                                               100 01000000 100001

                00000000 00000000 00000000 00000000 00000010 11001011 00011000 00000000 00000000

Apply P(x)                                                10 00100000 0100001

                00000000 00000000 00000000 00000000 00000000 11101011 01011010 00000000 00000000

Apply P(x)                                                   10001000 00010000 1

                00000000 00000000 00000000 00000000 00000000 01100011 01001010 10000000 00000000

Apply P(x)                                                    1000100 00001000 01

                00000000 00000000 00000000 00000000 00000000 00100111 01000010 11000000 00000000

Apply P(x)                                                     100010 00000100 001

                00000000 00000000 00000000 00000000 00000000 00000101 01000110 11100000 00000000

Apply P(x)                                                        100 01000000 100001

                00000000 00000000 00000000 00000000 00000000 00000001 00000110 01100100 00000000

Apply P(x)                                                          1 00010000 00100001

                00000000 00000000 00000000 00000000 00000000 00000000 00010110 01000101 00000000

Apply P(x)                                                               10001 00000010 0001

                00000000 00000000 00000000 00000000 00000000 00000000 00000111 01000111 00010000

Apply P(x)                                                                 100 01000000 100001

                00000000 00000000 00000000 00000000 00000000 00000000 00000011 00000111 10010100

Apply P(x)                                                                  10 00100000 0100001

                00000000 00000000 00000000 00000000 00000000 00000000 00000001 00100111 11010110

Apply P(x)                                                                   1 00010000 00100001

                00000000 00000000 00000000 00000000 00000000 00000000 00000000 00110111 11110111

XOR FF                                                                         11001000 00001000

MSBit First                                                                    00010011 00010000

crc                                                                            = 1310

C Code Example

The following is an example of C code which calculates the <crc> field in a manner compliant with C12.22 layer 2. This code is provided as an example only.

#include <stdio.h>

unsigned short crc16(unsigned char octet, unsigned short crc);

unsigned short crc(int size, unsigned char *packet);

unsigned short crc16(unsigned char octet, unsigned short crc)

{

    int i;

    for (i = 8; i; i--)

    {

        if (crc & 0x0001)

        {

            crc >>= 1;

            if (octet & 0x01)

                crc |= 0x8000;

            crc = crc ^ 0x8408;   /* 0x1021 inverted = 1000 0100 0000 1000 */

            octet >>= 1;

        }

        else

        {

            crc >>= 1;

            if (octet & 0x01)

                crc |= 0x8000;

            octet >>= 1;

        }

    }

    return crc;

}

unsigned short crc(int size, unsigned char *packet)

{

    int i;

    unsigned short crc;

    crc = (~packet[1] << 8) | (~packet[0] & 0xFF);

    for (i=2 ; i<size; i++)

        crc = crc16(packet[i], crc);

    crc = crc16(0x00, crc);

    crc = crc16(0x00, crc);

    crc = ~crc;

    crc = crc >> 8 | crc << 8;

    return crc;

}

int main()

{

    unsigned char packet[] =  { 0xEE, 0x00, 0x00, 0x00, 0x00, 0x01, 0x20 };

    printf("Crc   = %04x \n", crc(sizeof(packet), packet));

    return 0;

}

Annex E - Translator functionalities

Table Protocol:
A Communication protocol, which is C12.19 aware and can read or write Table Variables, using the C12.19 prescribed methods.

Table Object:
A table variable or group of variables that can be accessed using a single Read or Write request using the Table offset/count, index/count or full table access method.

Native Protocol:
A communication protocol, which may be cognizant or not designed for the transportation of C12.19 Tables.

Native Object:
A simple or composite data parcel that is requested by, or delivered to, a communication device that uses a Native protocol.

Object Mapping:
The identification, collation and translation of Table Objects to/from Native Objects.

Table Column:
A collection of related Table Objects which occupy the same index or offset of a multi-dimensional array or an array whose elements are made of records or bit-fields.

Column Interleaved Mapping: The collation of Table Columns from different arrays into a single array whose elements are composed of the collated Tables Objects at the associated column indices.

List Mapping:
The act of extracting Table Objects from a list of objects, such as History Log, Event Log, Demand Profiles, etc. In such a manner that the collection of objects collated is governed by the list maintenance pointers and not the Table Object position in the list.

Procedure Mapping:
The act of mapping a method of the Native Protocol into a C12.19 procedure invocation.

Object Name:
A name or a tag, which when exposed realizes a Native Object in the Native Protocol.

Objective

Describe the methodology for dynamic and static identification and mapping of Native Objects to and from Table Objects. The methodology is be defined using terms, data structures and access methods, that are available in a C12.19 aware protocols. No assumption was made regarding the nature of the Native Protocol. Therefore, there is no requirement for the translation being loss-less.

Recommendations:

· Assume that all Native Protocols access methods can be mapped to simple Read (Get) or Write (Put) methods. Methods such as Execute, Create and Delete are not to be considered.

· Data type conversions and scaling shall be performed implicitly where necessary.

Proposed Minimum Translation Support Requirements:

· Translate requests (methods):
Put|Get.

· Translate request parameters:
Defined by the request.

· Map object identifiers:

Defined by the requested transaction.

· Translate object formats:

To/From Native Protocol.

· Native Protocol side requests/responses have the following translation table entry: 



<method> <parameter>* <data-description>*
· This shall lead to the definition of an Object Name.

· Table Protocol side translation entries have the following fields:

Method (read|write)

Object Name

Object Qualifier (derived from <parameters>)

<table-object-descriptor>
where

<table-object-descriptor> ::= <data-source>



<table-instance>



<table-ID>



<table-variable-ID>



[<object-mapping>]

<object-mapping>
::=
<direct-access> |



<list-access> |



<column> |



<interleaved-column>

· C12.22 does not define the translation table entries for the Native Protocol.
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