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2. Introduction

Initially, communications with electronic metering devices consisted of transporting memory data via proprietary protocols, which were unique to each manufacturer. Interoperability and support for multiple manufacturers by reading and programming systems created a need for standardization of data formats and transport protocols.

The first step was to standardize data formats. Internal data was abstracted as a set of tables. A set of standard table contents and formats were defined in ANSI Standard C12.19.

In ANSI C12.18, a point to point protocol was developed to transport table data over an optical connection. This protocol included an application language called Protocol Specification for Electric Metering (PSEM) that allowed applications to read and write tables. ANSI C12.21 was then developed to allow metering devices to use PSEM to transport tables over the telephone network.

This document extends the C12.18-1996, C12.19-1997 and C12.21-19xx ANSI standards to allow transport of table data over a networking communications system.

1. Scope

This document defines interfaces between ANSI C12.19 compliant devices and network protocols.

The following are to be accomplished:

1. Defines a datagram that may tunnel C12.19 data tables through any network.
This is accomplished by:

· Assuming that the data source is a C12.19 Data Tables.

· Defining the application layer services (language).

· Defining a layer 7 (Application) datagram to encapsulate requests and responses. This datagram is delivered to layer 4 (network) of C12.22 for delivery to any network.

NB: Defer for later discussion

2. Provides a full stack definition for tunneling or translation into a native network protocol.
This is accomplished by:

· Defining the physical interface requirements between the end device and the “Communication Module”.

· Defining the physical interface requirements between the Communication Module and the “Native Network”

· Defining the end device lower layers; 4 (network), 3 (transport), 2 (data link) and 1 (physical).

· Defining the Communication Module corresponding peer layers (two stacks) for layers 4, 3, 2 and 1.

Describes bussed / shared / multi-drop interfaces and one point-to-point interface.

3. Provides any necessary extensions/modifications to implement translation services between an ANSI C12.19 data representation and any data representation model.
This is accomplished by:

· Defining layer 7 (C12.22 Application) to Layer 7 (Any Application) translation mechanism (services and tables).

· Defining a “Translation Module” by combining the lower four layers of the  Communication Module with layer(s) 7 of the translation mechanism.
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Figure 1: Communication module

3. References

ANSI Std C12.18-1996, Protocol Specification for ANSI Type 2 Optical Port.

ANSI Std C12.19-1997, Utility Industry End Device Data Tables.

ANSI Std C12.21-19xx, Protocol Specification for Telephone Modem.

4. Definitions

For the purposes of this document, the following definitions are made for terms and syntax used throughout this document.

Byte:
8 bits of data.

Datagram:
A datagram is a self-contained, independent entity of data carrying sufficient information to be routed from the source to the destination without reliance on either exchanges between this source and destination and the transporting network.


Network:
TO DO

PSEM:
(Protocol Specification for Electricity Metering) Application language as defined by ANSI standard C12.18-1996 and extended in ANSI standard C12.21-199x and in this document.

Tunneling:
TO DO

4.1. Document syntax

Document syntax is identical to that of ANSI C12.18-1996.

5. Reference topology
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Figure 2: Reference topology
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Figure 3: Reference topology

In this figure, the following assumptions apply:

· The End Device,

· is compatible with C12.19 plus such extensions as are necessary to perform its stated functions.

· contains no Any-Network specific smarts.

· C12.22 extends C12.18 and C12.19 to define the End Device Interface as shown. This interface,

· transports only C12.19 tables

· may be point to point or point to multipoint.

· The Comm. Module,

· acts as a gateway between the End Device Interface and the connected network (Any-Network).

· contains all Any-Network specific smarts.

· supports the C12.22/C12.19 as noted for the end device above.

· Any-Network,

·  be effectively interfaced.

6. Protocol details

6.1. Order of transmission

As defined in ANSI C12.18-1996 and ANSI C12.21-199x.

6.1. Layer 7 - Application layer

The application layer provides a minimal set of services and data structures required to support end devices for purposes of configuration, programming and information retrieval in a networked environment. 

Layer 7 shall be defined as the ANSI Std C12.18-1996 Protocol Specification for ANSI Type 2 Optical Port, Layer 7, except for the specific items mentioned in the following subsection.

6.1. Datagram format

Layer 7 uses a datagram format to transport there information. The format chosen is downward compatible with C12.18 and C12.21. Backward compatibility is achieved by the use of bit 7 of the first byte of the datagram.
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Figure 1. Datagram  description

<datagram>
::=
<control> <app_addrs >



[<session_id>] <services>+ [<authentication>]

<control>
::=
<short>
{Datagram control field.




Bit 0: SESSION_ID_PRESENT




If true, <session_id> field is present in the datagram.




Bit 1: COMPRESSION_ENABLE




If true, <psem> field is compressed. When both encryption and compression are enabled, compression is done first on transmission and last on reception.




Bit 2: AUTHENTICATION_ENABLE




If true,  <authentication> field is present in the datagram.




Bit 3: ENCRYPTION_ENABLE




If true, <psem> field is encrypted. When both encryption and compression are enabled, compression is done first on transmission and last on reception.




Bit 4 to 5: RESPONSE_CONTROL




Use by request messages to control the return of the corresponding response.




00 = Always response




01 = Response on exception




10 = Never response




Bit 6 to 14: RESERVED




Reserved for future extension, shall be set to 0.




Bit 15: EXTENSION_PRESENT




Used to detect the presence of the C12.22 extension, shall be set to 1.}

<app_addrs>
::=
<source_length> <source> <dest_length> <destination>

<source_length>
::=
<byte>
{Length of <source> field, in bytes.}

<source>
::=
<byte>*
{(FOR REVIEW) An array of 0 through 20 octets used to uniquely identify the source node in the utility industry address space.}

<dest_length>
::=
<byte>
{Length of <destination> field, in bytes.}

<destination>
::=
<byte>*
{(FOR REVIEW) An array of 0 through 20 octets used to uniquely identify the destination node in the utility industry address space.}

<services>
::=
<service_length> <service>

<service_length>
::=
<byte>
{Length of <service> field, in bytes.}

<service>
::=
<service_code> [<service_data>]

<service_code>
::=
<byte>
{PSEM service code.




Bit 0 to 6: SERVICE_CODE




Code used to identify the service requested or the response received.




Bit 7: EXTENSION_PRESENT




Use to detect the presence of the C12.22 extension, shall be set to 0.}

<service_data>
::=
<byte>*
{C12.22 services as defined in section «Services» of this document.}

<authentication>
::=
<auth_length> <auth_data>

<auth_length>
::=
<byte>
{Length of <auth_data> field, in bytes.}

<auth_data>
::=
<byte>*
{Information used to authenticate this message.}

6.2.1. Language - Protocol Specification for Electric Metering ("PSEM")

The language PSEM has been designed to provide an interface between the metering device and any other device over a communication medium. The PSEM language consists of 9 services. Each service consists of a request and a response. Each of these requests and responses is described in following sections.

<requests>
::=
<ident> |
{Identification request }



<read> |
{Read request }



<write> |
{Write request }



<logon> |
{Logon request }



<security> |
{Security request }



<logoff> |
{Logoff request }



<negotiate> |
{Negotiate request }



<wait> |
{Wait request }



<authenticate>
{Authenticate request }

<responses>
::=
<ident_r> |
{Identification response }



<read_r > |
{Read response }



<write_r > |
{Write response }



<logon_r > |
{Logon response }



<security_r> |
{Security response }



<logoff_r > |
{Logoff response }



<negotiate_r > |
{Negotiate response }



<wait_r > |
{Wait response }



<authenticate_r>
{Authenticate response }

6.2.2. Request Codes

PSEM requests always include a one byte request code. Code numbers are assigned as follows:

00H-1FH
Codes shall not be used to avoid confusion with response codes

20H-7FH
Codes are available for use within ANSI C12 protocols

80H-FFH
Bit 8 is used to the detect the presence of the datagram extension.

6.2.2. Response Codes

Response codes are identical to those specified in C12.18-1996.

6.2.2. Session Time Out

Each session established with the end device shall be monitored to shutdown an inactive session. An established session shall be automatically ended after a predetermined delay. This time out period is set by default to 30 seconds but it can be extend for the duration of a Wait service.

6.2.2. Identification service

This service is used to obtain information about end device functionality. The service returns a code identifying the reference standard, the version and revision of the reference standard implemented, and an optional feature list.

Identify Request

<ident>
::=
20H

Identify Response

The responses <err>, <bsy>, and <isss> indicate a problem with the received service request. The response <ok> indicates the identification service request was accepted and the standard, version, revision and optional feature list are included in the response.

<ident_r>
::=
<err> | 



<bsy> | 



<isss> |



<ok> <std> <ver> <rev> <feature>* <end_of_list>

<std>
::=
<byte>
{Code identifying reference standard. The codes are defined as follows:




00H     = ANSI C12.18




01H     = For use by Industry Canada 




02H     = ANSI C12.21




03H     = ANSI C12.22




04H-FFH = Reserved }

<ver>
::=
<byte>
{Referenced standard version number}

<rev>
::=
<byte>
{Referenced standard revision number}

<feature>
::=
<auth_ser> |
{Features available}



<auth_ser_ticket> |



<compression> |



<encryption> |



<session_ctrl>

<end_of_list>
::=
00H
{End of list indicator.}

<auth_ser>
::=
01H <auth_type> <auth_alg_id>




{If present in the feature list, authentication is supported by the end device.}

<auth_ser_ticket>::=
02H <auth_type> <auth_alg_id> <ticket_length> <ticket>

<auth_type>
::= <byte>
{Authentication type identifier.




Bit 0: SESSION_LEVEL_AUTHENTICATION




If true session level authentication service is supported.




Bit 1: MESSAGE_LEVEL_AUTHENTICATION




If true message level authentication service is supported. Only datagram with AUTHENTICATION_ENABLE flag set to 1 are authenticated.




Bits 2..7 are reserved, must be zero.}

<auth_alg_id>
::= <byte>
{The authentication algorithm used.




00H = To be defined}

<ticket_length>
::=
<byte>
{Length of <ticket>, in bytes.}

<ticket>
::= <byte>+
{Value use by the authentication algorithm.}

<compression>
::=
03H <comp_alg_id>
{If present in the feature list, compression is supported by the end device. Only datagram with COMPRESSION_ENABLE flag set to 1 are compressed.}

<comp_alg_id>
::= <byte>
{The compression algorithm used.




00H = To be defined}

<encryption>
::=
04H <encr_alg_id>
{If present in the feature list, encryption is supported by the end device. Only datagram with ENCRYPTION_ENABLE flag set to 1 are encrypted.}

<encr_alg_id>
::= <byte>
{The encryption algorithm used.




00H = To be defined}

<session_ctrl>
::=
05H <byte>
{Bit 0: SESSION_SUPPORTED




If true the end device supports session base communication. A session starts by the reception of the Logon service and stop by the reception of the Logoff service or the detection of a session time out.




Bit 1: SESSIONLESS_SUPPORTED




If true the end device supports the use of the read and write services outside a session.




Bits 2..7 are reserved, must be zero.




NB: By default, when <session_ctrl> field is not included in the identification response, both session and sessionless operations are supported.}

6.2.2. Read Service

The read service is identical to that in C12.18-1996.

6.2.2. Write Service

The write service is identical to that in C12.18-1996.

6.2.2. Logon Service

The logon service is identical to that in C12.18-1996.

6.2.2. Security Service

The security service is identical to that in C12.18-1996.

6.2.2. Logoff Service

The logoff service is identical to that in C12.18-1996.

6.2.2. Authenticate service

The authenticate service is identical to that in C12.21-1996.

6.2.2. Negotiate Service

The negotiate service is identical to that in C12.18-1996. However, since the link between a C12.22 compliant end device and the communication module use a fix baud rate, the <baud_rate> field is not included in the negotiate request. The <baud_rate> returned by the negotiate response may or may not indicate the real baud rate used. This service is normally used by the end device to negotiate with the communication module the best suitable packet and datagram size.

6.2.2. Wait Service

The wait service is identical to that in C12.18-1996.

6.3. Layer 6 - Presentation layer

6.4. Layer 5 - Session layer

6.5. Layer 4 - Transport layer

6.6. Layer 3 - Network layer

6.7. Layer 2 - Data link layer

6.8. Layer 1 - Physical layer

7. Common communications adaptation model

8. Backward compatibility

Backward compatibility of C12.22 with C12.18 and C12.21 is in relation to layer 7 services, service parameters, datagram data format and transmission order.

C12.22 is backward compatible with C12.18 and C12.21 at the application layer. The  C12.22 application layer datagram is formatted in a way which enable C12.18 or C12.21 compliant devices and gateways to recognize the C12.22  application datagrams (and services) so that they can take one of the following actions:

· reject the datagram or;

· strip the C12.22 additional  information to yield a C12.18 or C12.21 compliant datagram in its original form or;

· strip the C12.22 additional  information to yield a C12.18 or C12.21 equivalent datagram for the  purpose of interpretation or translation into other protocol.

ANNEX A - NETWORK CONTROL TABLES

ANNEX B - IMPLEMENTATION GUILINE 

ANNEX D - SERVICE SEQUENCE STATE CONTROL

INFORMATIVE

These are modifcations to C12.18 and C12.21, Annex D.

In a networking environnement, the end devices may support one or multiple session at the same time. For each session supported, the end device shall conform to the following state diagram. The state diagram is composed of only two states:

Base State :
Normal state of the end device. 

Session State :
State achieved after a logon service has been completed.

The relationship between PSEM services and service sequence states is:

Identification:
Identification Service requests are accepted at the base state only. Acceptance of these requests do NOT result in any sequence state changes.

Wait:
Wait service requests are accepted in session states only. Acceptance of these requests do NOT result in any sequence state changes.

Negotiate:
Negotiate service requests are accepted in the base state only. Acceptance of these requests do NOT result in any sequence state changes.

Logon:
Logon service requests are accepted at the base state only. Acceptance of a logon service request, <ok> transitions communications to the session state. This service is optional and not implemented when the SESSION_SUPPORTED returned by the Identification Service is set to FALSE.

Security:
Security service requests are accepted at the session state only. Acceptance of these requests do NOT result in any sequence state changes.

Authentication:
Authentication service requests are accepted at the session state only. Acceptance of these requests do NOT result in any sequence state changes. This service is optional and not implemented when no <auth_alg_id> is returned by the Identification Service.

Read and write:
Read and write service requests are accepted in the session state when the SESSION_SUPPORTED returned by the Identification Service is set to TRUE. They are also supported in base state when the SESSIONLESS_SUPPORTED is set to TRUE. In both cases, acceptance of these requests do NOT result in any sequence state changes.

Logoff:
Logoff service requests are accepted at the session state only. Acceptance of a logoff service request, <ok> transitions communications to the ID state. This service is optional and not implemented when the SESSION_SUPPORTED returned by the Identification Service is set to FALSE.

NB: All services can originate from either end of the communication channel. 




FIGURE C.1 Communication State Diagram

Annex _: Translator functionalities

Definitions

Table Protocol:
A Communication protocol, which is C12.19 aware and can read or write Table Variables, using the C12.19 prescribed methods.

Table Object:
A table variable or group of variables that can be accessed using a single Read or Write request using the Table offset/count, index/count or full table access method.

Native Protocol:
A communication protocol, which may be cognizant or not designed for the transportation of C12.19 Tables.

Native Object:
A simple or composite data parcel that is requested by, or delivered to, a communication device that uses a Native protocol.

Object Mapping:
The identification, collation and translation of Table Objects to/from Native Objects.

Table Column:
A collection of related Table Objects which occupy the same index or offset of a multi-dimensional array or an array whose elements are made of records or bit-fields.

Column Interleaved Mapping: The collation of Table Columns from different arrays into a single array whose elements are composed of the collated Tables Objects at the associated column indices.

List Mapping:
The act of extracting Table Objects from a list of objects, such as History Log, Event Log, Demand Profiles, etc. In such a manner that the collection of objects collated is governed by the list maintenance pointers and not the Table Object position in the list.

Procedure Mapping:
The act of mapping a method of the Native Protocol into a C12.19 procedure invocation.

Object Name:
A name or a tag, which when exposed realizes a Native Object in the Native Protocol.

Objective

Describe the methodology for dynamic and static identification and mapping of Native Objects to and from Table Objects. The methodology is be defined using terms, data structures and access methods, that are available in a C12.19 aware protocols. No assumption was made regarding the nature of the Native Protocol. Therefore, there is no requirement for the translation being loss-less.

Recommendations:

· Assume that all Native Protocols access methods can be mapped to simple Read (Get) or Write (Put) methods. Methods such as Execute, Create and Delete are not to be considered.

· Data type conversions and scaling shall be performed implicitly where necessary.

Proposed Minimum Translation Support Requirements:

· Translate requests (methods):
Put|Get.

· Translate request parameters:
Defined by the request.

· Map object identifiers:

Defined by the requested transaction.

· Translate object formats:

To/From Native Protocol.

· Native Protocol side requests/responses have the following translation table entry: 




<method> <parameter>* <data-description>*
· This shall lead to the definition of an Object Name.

· Table Protocol side translation entries have the following fields:

Method (read|write)
Object Name
Object Qualifier (derived from <parameters>)
<table-object-descriptor>
where

<table-object-descriptor> ::= <data-source>



<table-instance>



<table-ID>



<table-variable-ID>



[<object-mapping>]

<object-mapping>
::=
<direct-access> |



<list-access> |



<column> |



<interleaved-column>

· C12.22 does not define the translation table entries for the Native Protocol.

ANNEX _: Communication environment
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Figure 4: Communication environment

Annex _:
Topology of the customer interface

The following figure is an illustration of this topology.
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Figure 5: Customer interface communications topology

As shown in the figure, communications with the customer site can encompass one or more overlapping connections to one or more local area networks. The figure is oriented towards utility managed networks, although the networks shown might be managed by third parties.

Shown are three classes of communications networks:

WANs
This network is representative of a high bandwidth corporate network or the Internet. There will be from one to many different client applications that will achieve connectivity with end devices over this network.

Reduced Stack WAN
This network, while supporting a geographically dispersed connectivity, is characterized by bandwidth constrained media such as power line carrier, pots and derived local channel, packet radio, hybrid fiber coax, etc.. There may exist one or more simultaneous overlapping Reduced Stack WANs. For example, an electric utility may deploy a POTS based access to an electric meter. The gas utility may utilize a two-way cable company network. The water utility may utilize a packet radio network. While it may appear inefficient to deploy these parallel networks, in a deregulated environment they might evolve this way as each connection is established through an independent business relationship.

LAN
This network is the local area network of the customer site. The customer may use this network for management of his own environment as well as to provide connectivity to the reduced stack WAN connection described previously. There may be several simultaneous interconnected LANs present at the customer site. For example, a CEBus™ power line carrier network might be used for lighting management and communications with the electric meter. A wireless RF network might be used for security devices, and, might be used to tie in water and gas metering. At a commercial site, these LANs could be complemented by yet another network for building control and management.

Also shown are four classes of devices:

Utility owned devices on customer premise network:
The utility may own or have the right to communicate with various devices on the customer premise LANs. This right may or may not be exclusive. A client may have a right to only a portion of that information.

Utility owned devices on reduced stack WAN:
For economic reasons, advantage will be taken of the existence of the reduced stack WAN to obtain connectivity with distribution automation devices. In addition, connection over the reduced stack WAN might be made to substations and other LANs proprietary to a utility or other entity.

Customer owned devices on LAN:
Coexisting on any LAN, are devices owned by the customer. Communications with these devices might be typically entirely from within the LAN or may involve interaction from a remote location. Devices unrelated to utility activities might be interacted with through the interconnected LANs and WANs, such as to provide remote servicing of equipment by contractors and manufacturers.

Customer or utility owned gateways:
These customer gateways represent the key point of connection between the external communications infrastructure and the customer premises local area network. This is the principal focus of this report as it the transition between public and private access and therefore the critical point at which to apply secured communications technologies.

Finally, there are three classes of clients (Note that although shown attached to the WAN, clients can exist anywhere on the interconnected network of networks):

Business applications:
Applications such as billing, meter reading, load survey, etc..

SCADA applications:
Scheduling, outage detection, meter reading, service connect/disconnect…

Network management applications:
Installation and configuration of new devices, heartbeat and device connectivity maintenance, time synchronization, network optimization.

ANNEX X - REQUIREMENTS


Requirements
Req
Stat
Comments

1
Addressability
S
Y
This specification must support Broadcast, Multicast and direct addressing.



I
Y
Communication module and end device addressing each other.



I
N
End device addressing of multiple communication module via a single port.



I
Y
Communication module addressing of multiple end device via a single port.



?
Y
End device addressing of devices on the network through an communication module.



S
Y
Devices on the network addressing the end device through the communication module.


Communication module coordination
I
Y


This specification must support communication module initialization (Must support setup table for meter and communication module).



I
Y
Multidrop.

3
Authentication
S
Y
This specification must allow the implementation of authentication algorithms.

· Network and PSEM authentication requirements are different.

· Mechanisms are needed to assure that the network interface security measures are supported as required via the PSEM interface.

4
Session
S
Y
This specification must support session oriented communication.

5
Sessionless
S
Y
This specification must support session less oriented communication. The security of the meter must still be preserved.

6
Segmentation
S
Y
This specification must provide a way to coordinate any segmentation that may survive the protocol transformation.

7
Object mapping support (setup tables)
S
Y
This specification must provide some method for supporting mapping between partial tables and individual network variables or objects.

8
Services support
I
Y
This specification must detail all services that may be supported by the end device.

9
Diagnostic
I
Y
This specification must provide a means for the End device to access the « health » of the communication module and vice versa.

10
Compression
S
?
This specification must allow the implementation of a compression algorithm.

11
Encryption
S
Y
This specification must allow the implementation of encryption algorithms.

12
Backward compatibility
I
Y
This specification must be backward compatible to ANSI C12.18-1996 and ANSI C12.21-19xx.

13
Unsolicited messages
S
Y
This specification must support the generation and reception of unsolicited requests.

14
Interface definitions
I
Y
This specification must define at least one lower layer interface.

15
Response control
S
Y
This specification must support 3 levels of response control.

· Always return response.

· Return response on exception.

· Return no response

Requirement:
S = Applies to system / network
I = Applies only to the CM / End device interface

Status:
Y = This item will be addressed by the committee to find a solution.


N = This item will not be addressed by the committee.


? = The committee has not yet decided if this item will be addressed.


C = Solution is part of the document.
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