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1. Scope

This document describes the methods for testing compliance with several electricity metering protocols.  The previous standards, specifically ANSI Std C12.18-1996, Protocol Specification for ANSI Type 2 Optical Port and ANSI Std C12.19-1998, Utility Industry End Device Data Tables, ANSI Std C12.21-1999, Protocol Specification for Telephone Modem Communications, and ANSI Std C12.22-200x, Protocol Specification for Interfacing to Data Communication Networks, detail protocols for communicating between electric power metering devices and utility hosts over various media.  Although each of those standards included statements about compliance, this document describes the methods by which compliance testing may be done.

This standard does not describe or recommend the interpretation of the results produced by these methods and it should be understood that use of the test routines do not ensure compliance.

2. REFERENCES

ANSI Std C12.18-1996:
Protocol Specification for ANSI Type 2 Optical Port

ISO 7498/1:
OSI Reference Model

ISO 3309-1993(E):
Information technology - Telecommunications and information exchange between systems - High-level data link control (HDLC) procedures - Frame Structure, Annex A Explanatory Notes On Implementation of the Frame Checking Sequence

ANSI Std C12.19-1997:
Utility Industry End Device Data Tables.

ANSI Std C12.21-1998:
Protocol Specification for Telephone Modem Communications.

ANSI Std C12.22-200x:
Protocol Specification for Interfacing to Data Communication Networks

ANSI Std X3.92-1981:
Data Encryption Algorithm

3. Definitions

For the purposes of this document, the following definitions are made for terms and syntax used throughout this document.

4.1. PSEM

Protocol Specification for Electricity Metering as referenced in C12.18-1996

4.1. EPSEM

Extended Protocol Specification for Electricity Metering as referenced in C12.22-200x

4.1. Table

Functionally related data elements, grouped together into a single data structure for transport as defined by ANSI standard C12.19-1997

4.1. Document syntax

Document syntax is to be determined.

4.1. Conformance Testing Overview 

Conformance testing is done to verify a claim of compliance with a relevant standard.  There are three essential parts to compliance testing.  These parts are:

· The relevant section of the source standard which describes the desired behavior.

· The objective, reproducible test which specifies all relevant inputs and outputs.

· The instructions for the interpretation of results.

4. Compliance Testing of C12.18 with C12.19 

(TODO: mention that this part is to test the End Device)

(TODO: add whole section that says how to test the other end)

(TODO: List test equipment and traceability to Standards).
The following tests are all to be performed with the device under test at a temperature of 23C +/-2C.  

4.1. Radiated Signal luminance and Wavelength 

Using a calibrated photometer/radiometer and probe, position the probe 10mm from the surface of the optical port.  See C12.18 section 4.8.3.3 for a diagram of the test setup.

1. That when the transmit LED is on that the luminance is between 250 and 7500 µW/cm2.
2. Verify that when the transmit LED is off that the luminance is less than 10 µW/cm2.
Move the probe to a distance of 25mm.

3. Verify that when the transmit LED is on that the luminance is between 85 and 7500 µW/cm2.
4. Verify that when the transmit LED is off that the luminance is less than 10 µW/cm2.
1. (TODO: A C12.18 Application level sequence of transactions shall be defined to cause the end-device to send data, and enable the testing of luminance, wavelength and sensitivity of the ANSI II port.

2. Test procedure and generic test equipment shall be described to set various luminance and wave length acceptance/emission levels to establish the operational limits of test 1 above.

3. Create a generic test equipment properties listed in an Appendix)

4.1. Data Link Basic Functions

Unless otherwise specified, the DUT is in the base state at the beginning of each of the following tests (see Annex D for definition of base state).

In any protocol conformance testing, it is generally not possible to verify that the DUT never generates incorrect output, but it can be asserted that if incorrect output is observed, the DUT does not comply with the specification.  For all subsequent C12.18 compliance testing, the DUT must adhere to the specifications of data link layer. Specifically the device MUST NOT

· Send an incorrect CRC (section 4.7.2)

· Send a reply in less than the specified 175 microsecond delay (section 4.7.7.1)

4.1. Data Link ACK (section 4.7.4)

(TODO: use sections: test objectives, acceptance criteria, reject criteria, procedure, form
Test Objective(s):


Validate correct operation and failure recovery of the Data Link Layer, with all possible correct and incorrect settings of status, control and count fields.

General setup and test flowchart.

For each of the test above

· Test Objective

· Test Procedure

· Acceptance/rejection criteria

… create new headings for three bullets above.

-- The following describes a test procedure and acceptance criteria.
)

Energize the DUT.  Using appropriate software and a ANSI Type II probe, send an Identification Service sequence to the DUT.  This datagram should be set at 9600bps with 8 data bits, 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 13 10

(TODO: describe datagram syntax in "syntax" section of this doc)

(TODO: add UML sequence diagram to describe interaction) The response should be a single ACK (06) followed by the response to the Identification Service request. 

4.1. Data Link NAK (C12.18 sections 4.7.2-4.7.4)

Energize the DUT.  Using appropriate software and a ANSI Type II probe, send an Identification Service sequence with an incorrect CRC to the DUT.  This datagram should be set at 9600bps, 8 data bits, with 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 10 10

The response should be a single NAK (15) followed by no additional data.  This particular sequence is specifically to be used, but the test should include at least ten other, randomly chosen incorrect CRCs to complete the test.  The NAK response should be received in each case.

4.1. Data Link Retry (section 4.7.5)

Energize the DUT.  Using appropriate software and a ANSI Type II probe, send an Identification Service sequence to the DUT.  This datagram should be set at 9600bps with 8 data bits, 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 13 10

The response should be a single ACK (06) followed by the response to the Identification Service request.  The DUT will be expecting an ACK to this message, but to test the retries, have the software send a NAK.  The DUT should resend the datagram.  Repeat this three times and verify that after the DUT receives the fourth NAK that it terminates the connection.  The sequence should be 

Tx: EE 00 00 00 00 01 20 13 10 (ident)

Rx: 06 (ACK)

Rx: ident_r packet (see definition in section 4.2.2.3)

Tx: 15 (NAK)

Rx: identical ident_r packet

Tx: 15 (NAK)

Rx: identical ident_r packet

Tx: 15 (NAK)

Rx: identical ident_r packet (this is acceptable)

Tx: 15 (NAK)

(only send this NAK if pkt was rx'd)

Rx: -- no reply --

Verify that the resent packets are exactly identical, including toggle bit, sequence number and CRC (section 4.7.2)

4.1. Data Link inter-Character Timeout (section 4.7.6.2)

Energize the DUT.  Using appropriate software and a ANSI Type II probe, send part of an Identification Service datagram to the DUT.  This datagram should be set at 9600bps with 8 data bits, 1 stop bit and no parity.  The partial datagram consists of the following bytes:

EE 00 00 00 00 01

The response should be that the DUT waits for at least 500ms (section 4.7.6.2) and then issues a NAK (15).  Verify that the timeout is no less than 500ms and that a NAK is sent.

4.1. Data Link ACK timeout (section 4.7.6.3)

Energize the DUT.  Using appropriate software and a ANSI Type II probe, send an Identification Service sequence to the DUT.  This datagram should be set at 9600bps with 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 13 10

The response should be a single ACK (06) followed by the response to the Identification Service response. Do not send an ACK back to the DUT.  After 2 seconds (section 4.7.6.3) the DUT should assume that the ACK was lost and send the packet again.  Verify that the DUT waits for at least 2 seconds and that it retransmits an identical response.  It is allowed but not required for the DUT to retransmit both the ACK and the packet.

4.1. Data Link Channel Traffic Timeout (section 4.7.6.1)

Energize the DUT.  Using appropriate software and a ANSI Type II probe, send an Identification Service sequence to the DUT.  This datagram should be set at 9600bps with 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 13 10

The response should be a single ACK (06) followed by the response to the Identification Service response. Do not send an ACK back to the DUT.  After 2 seconds (section 4.7.6.3) the DUT should assume that the ACK was lost and send the packet again.  Verify that the DUT waits for at least 2 seconds and that it retransmits an identical response.  It is allowed but not required for the DUT to retransmit both the ACK and the packet.  Again send no ACK.  After two more seconds the same thing should be retransmitted by the DUT.  Again send no ACK.  After two more seconds, the DUT should assume that the connection has been lost and terminate the session.  No additional retransmissions should be observed. The sequence should be 

Tx: EE 00 00 00 00 01 20 13 10 (ident)

Rx: 06 (ACK)

Rx: ident_r packet (see definition in section 4.2.2.3)

Tx: -- no reply -- 

Rx: identical ident_r packet -OR- ACK + identical ident_r packet after 2 seconds

Tx: -- no reply -- 

Rx: identical ident_r packet -OR- ACK + identical ident_r packet after 2 seconds

Tx: -- no reply -- 

Rx: -- no reply --

(TODO: some say that the Rx should be identical ident_r and not the additional ACK)

4.1. TODO: continue data link testing
The testing should progress from the lower to higher layer tests.

4. Compliance Testing of C12.21 and C12.19

The following tests are all to be performed with the device under test at a temperature of 23C +/-2C.  

4.1. Telephony testing 

(TODO: specify physical layer testing?)

4.1. Data Link Basic Functions

Unless otherwise specified, the DUT is in the base state at the beginning of each of the following tests (see Annex D for definition of base state).

In any protocol conformance testing, it is generally not possible to verify that the DUT never generates incorrect output, but it can be asserted that if incorrect output is observed, the DUT does not comply with the specification.  For all subsequent C12.21 compliance testing, the DUT must adhere to the specifications of data link layer. Specifically the device MUST NOT

· Send an incorrect CRC (section 4.7.2)

· Send a reply in less than the specified 175 microsecond delay (section 4.7.7.1)

4.1. Data Link ACK (section 4.7.4)

Energize the DUT.  Using appropriate software and a ANSI Type II probe, send an Identification Service sequence to the DUT.  This datagram should be set at 9600bps with 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 13 10

The response should be a single ACK (06) followed by the response to the Identification Service response. 

4.1. Data Link NAK (section 4.7.4)

Energize the DUT.  Using a telephone line simulator and modem, send an Identification Service sequence with an incorrect CRC to the DUT.  This datagram should be set at 9600bps with 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 10 10

The response should be a single NAK (06) followed by no additional data.

4.1. Data Link Retry (section 4.7.5)

Energize the DUT.  Using appropriate software and a telephone line simulator and modem, send an Identification Service sequence to the DUT.  This datagram should be set at 9600bps with 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 13 10

The response should be a single ACK (06) followed by the response to the Identification Service response.  The DUT will be expecting an ACK to this message, but to test the retries, have the software send a NAK.  The DUT should resend the datagram.  Repeat this three times and verify that after the DUT receives the fourth NAK that it terminates the connection.  The sequence should be 

Tx: EE 00 00 00 00 01 20 13 10 (ident)

Rx: 06 (ACK)

Rx: ident_r packet (see definition in section 4.2.2.3)

Tx: 15 (NAK)

Rx: identical ident_r packet

Tx: 15 (NAK)

Rx: identical ident_r packet

Tx: 15 (NAK)

Rx: identical ident_r packet

Tx: 15 (NAK)

Rx: -- no reply --

Verify that the resent packets are exactly identical, including toggle bit, sequence number and CRC (section 4.7.2)

4.1. Data Link inter-Character Timeout (section 4.7.6.2)

Energize the DUT.  Using appropriate software, a telephone line simulator and a modem, send part of an Identification Service datagram to the DUT.  This datagram should be set at 9600bps with 1 stop bit and no parity.  The partial datagram consists of the following bytes:

EE 00 00 00 00 01

The response should be that the DUT waits for at least 1s (section 4.7.6.2) and then issues a NAK (15).  Verify that the timeout is no less than 1s and that a NAK is sent.

4.1. Data Link ACK timeout (section 4.7.6.3)

Energize the DUT.  Using appropriate software, a telephone line simulator and modem, send an Identification Service sequence to the DUT.  This datagram should be set at 9600bps with 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 13 10

The response should be a single ACK (06) followed by the response to the Identification Service response. Do not send an ACK back to the DUT.  After 4 seconds (section 4.7.6.3) the DUT should assume that the ACK was lost and send the packet again.  Verify that the DUT waits for at least 4 seconds and that it retransmits an identical response.  It is allowed but not required for the DUT to retransmit both the ACK and the packet.

4.1. Data Link Channel Traffic Timeout (section 4.7.6.1)

Energize the DUT.  Using appropriate software, modem and telephone line simulator, send an Identification Service sequence to the DUT.  This datagram should be set at 9600bps with 1 stop bit and no parity.  The datagram consists of the following bytes:

EE 00 00 00 00 01 20 13 10

The response should be a single ACK (06) followed by the response to the Identification Service response. Do not send an ACK back to the DUT.  After 4 seconds (section 4.7.6.3) the DUT should assume that the ACK was lost and send the packet again.  Verify that the DUT waits for at least 4 seconds and that it retransmits an identical response.  It is allowed but not required for the DUT to retransmit both the ACK and the packet.  Again send no ACK.  After four more seconds the same thing should be retransmitted by the DUT.  Again send no ACK.  After a total of 30 seconds, the DUT should assume that the connection has been lost and terminate the session.  No additional retransmissions should be observed. The sequence should be 

Tx: EE 00 00 00 00 01 20 13 10 (ident)

Rx: 06 (ACK)

Rx: ident_r packet (see definition in section 4.2.2.3)

Tx: -- no reply -- 

Rx: identical ident_r packet -OR- NAK + identical ident_r packet after 4 seconds

Tx: -- no reply -- 

Rx: identical ident_r packet -OR- NAK + identical ident_r packet after 4 seconds

Tx: -- no reply -- 

Rx: -- no reply -- 

The modem may hang up at this point, but it is not required.
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